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Rational for Access Elevation

• Reduce Timeframe where user has highest privileges
• Automated Reporting over high privileged groups
• Remove high access for software installation in Production as only needed in Maintenance
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Elevated Access Management

• ISPF based
• Maximum elevation time is 2 hours
• RITM number required for elevation
• Automatic removal process every hour
• Per RACF environment (according to RRSF synch setup)
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Elevated Access Management – ISPF application – request access
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If this field is empty when one hits 
enter, if offers a list of available 
groups for elevation.

If this field is empty 
your userid will be 
used by default.

Maximum duration for 
the elevation is 2 hours. RITM number must be provided as evidence 

that the elevation is used for a tasks that 
requires that elevated access.
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Elevated Access Management – ISPF application – show current elevations

6

Add a group name or 
select one when the 
group name is empty.

Confirmation by hitting 
enter shows all current 
active elevations.

Displays the list of all 
current elevated users 
from the selected group.
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• zSecure shows the queued commands that triggered the RACF group connect (red box).

• zSecure shows the queued command that will be executed by the hourly scheduled Job (blue box).

Elevated Access Management – zSecure – show current elevations
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• A successful requests with the details from the previous slide will result

– in a WTO

– in a E-Mail Alert

Elevated Access Management – Successful access request
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• An hourly scheduled Job will execute all the queued commands as shown on  the zSecure Panel for a 
selected elevation group.

Elevated Access Management – Hourly Clean-up Job
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• Only Groups in the RACFVARS Profile &ACCELEV can be used for elevation.

• Elevation to such a privileged group can only be requested by specified groups.

• All based on zSecure (Command Verifier) with profiles in CL(XFACILIT)

– CKG.CMD.CMD.REQ.CONNECT|REMOVE

– CKG.SCP.G.INFRA.$RAK.RAKPUSSA

– CKG.SCP.ID.RAKPUSSA.* -> only permit here the group that shall be able to elevate

– C4R.CONNECT.ID.&ACCELEV.=RACUID

• Own written solution just because zSecure offers only calendar day elevations

– Vote for idea to support hour granularity: ZSECURE-I-247

Elevated Access Management – Important note
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https://ibmsecurity.ideas.ibm.com/ideas/ZSECURE-I-247?_gl=1*fg86ir*_ga*NjQ5NDYzNjg3LjE2OTYzOTA5MTc.*_ga_FYECCCS21D*MTY5NjQwNjQ5NS4zLjEuMTY5NjQwNjUxMC4wLjAuMA..
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You do not loose 
access, you will have 
it for a limited time.
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Any questions?
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Legal notice

©2020 Swiss Re. All rights reserved. You may use this presentation for private or internal purposes but note that any 
copyright or other proprietary notices must not be removed. You are not permitted to create any modifications or 
derivative works of this presentation, or to use it for commercial or other public purposes, without the prior written 
permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of the presentation and may 
change. Although the information used was taken from reliable sources, Swiss Re does not accept any responsibility 
for its accuracy or comprehensiveness or its updating. All liability for the accuracy and completeness of the 
information or for any damage or loss resulting from its use is expressly excluded. 
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