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IBM Z DACH Community
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User group for all IBM zSystems customers in Germany, Austria & Switzerland
(DACH)

Login or register

Blog entries Discussions Events Library Members

Announcements Latest discussions

Willkommen in der IBM Z DACH Community

O Log in to join in on our discussions
Wir freuen uns auf regelmafigen Austausch mit allen Kunden und Partnern in DACH! 8 :

Be the first to contribute

Alle Information zu aufkommenden IBM Z Veranstaltungen sind unter Events zu finden.
Weitere Events sind im IBM DACH Eventkalender aufgelistet.
Informationen zu GSE Veranstaltungen kdnnen Sie hier finden.

Bei Fragen und Feedback kontaktieren Sie uns bitte unter cesa@de.ibm.com

IBM Z DACH Community

Blog entries
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Messaging and themes overview



IBM z/OS 3.1: An Al-intused operating system tor the next
deneration of computing

IBM z/OS 3.1 marks a new era in operating system intelligence. The new version of z/OS infuses Al into the system, enabling
(ntelligent systems admuinistration guidance and automation that learns and improves. With z/OS 3.1 as the foundation of a hybrid

cloud strategy, enterprises can deploy and co-locate Linux-based applications together with existing core business workloads and
enjoy the unique value propositions of both environments.

3.1 Overview

AI-infusion Application Modernization & Cyber Resiliency
Simplification
Scale the value of data and drive digital Build new and modernize existing Protect and thrive with unparalleled

transtormation powered by Al and applications while optimizing and security and resilience capabilities with
Intelligent automation simplitying technology infrastructure gquantum-sate technologies




Al Infused z/0OS

Scale the value of data and drive digital transtormation powered by Al and
iIntelligent automation

Continued support for HW AI System Services, AI-Powered Workload
accelerated AI that allows intended to augment z/0S Manager (WLM), designed
clients to apply Al and with intelligence that to Iintelligently predict
machine learning to their optimizes IT processes, upcoming batch workload
most valuable enterprise simplifies management, and react accordingly for
data on IBM Z. iImproves performance, optimized system

and reduces skill resources Is the first to

requirements. leverage the Al System

Services.

New AI-driven z/OS
capabillities that enable
system self-management
are paving the way for
further internal and
external exploiters for
future Al projects.



Appuca“@ﬂ  Extract value from critical data for new business innovation with capabilities such as Cloud

| | Data Access (CDA) to use data in cloud object stores, and new C-based API that simplifies
M Od ernization the application effort needed to access NoSQL data sets on z/OS.

and Simplitication

- » Use Industry standard technology to modernize applications across a hybrid cloud

environment with z/0OS Container Extensions (zCX), with support for NFS, HTTPS, and IBM
WebSphere® Hybrid Edition, Data Set File System tor z/OS UNIX® utilities, and enhanced

COBOL-Java™ interoperability supporting IBM Semeru Runtime Certified Edition for z/OS,
Version 11 (Java).

Build new and modernize
existing applications and » Easily manage and administer z/OS day-to-day operations with new z/OSMF capabilities in a
workloads while modern UI by utilizing z/0S Management Services Catalog enhancements that extend the
optimizing and simplifying range of supported intuitive processes. A new graphical user interface in IBM z/0OS Change
technology infrastructure Tracker allows for comprehensive tracking of changes across software libraries and

with a flexible hybrid cloud ~ configuration data.
strategy




Cyber Resiliency

Protect and thrive with unparalleled security and resilience capabilities with quantum-sare

technologies and ever-greater detense-in-depth tunctionality to mitigate the increasing risk to
data privacy and protectior

SareaTe

IBM z16™ Crypto support
enabling quantum-sate
encryption with hardware
acceleration, simplified
crypto interfaces, and
additional protection by
distributing the ownership
of master key parts.

Greater defense-in-depth
capabilities with RACF®
database encryption at
rest, new scanning and
monitoring ability in z/0OS
Authorized Code Scanner
for production systems,
Validated Boot for z/OS®
that validates IPL data tor
tamper-protection and
trusted origin - this
leverages new z/0OS
package signing
capabilities.

Achieve heightened levels
of avallability and improve
capabilities tor diagnosing
and recovering from
anomalous behavior with
new use-cases for System
Recovery Boost, and REST
APIs in Runtime
Diagnostics providing a
consolidated view by
certain management
products such as IBM Z
Anomaly Analytics (ZAA).

Resource Measurement
Facility (RMF) delivers a
new modern server and
web-based UI along with
new thresholding and
alerting for improved
monitoring capability



7/0S 3.1

Features and capabpllities



Al on z/0OS

Inz/0OS 3.1, Al and analytics solutions Including:

are infused into the operating system,

using intelligent automation and » Al Framework for IBM z/0S
accelerated inferencing at scale to . Al-powered Workload Manager (WLM)
extract and leverage valuable data

insights. « 7z/OSMF WLM Policy Advisor

IBM SMF Explorer with Python



Al Framework | components

Al Framework

he Al Framework provides capabilities
to Infuse Al into z/OS products while
simplitying management by clients.

Al Model Server

~ Data

g Collection
Engine

Deployed

REST APls

‘he Al functionality consists of:
Data Collection

Al Model Server

Al Base Component

Jser Intertace

Providers

/05 Al
Interface

Or s W=

z/OS Al Base

o




Data collection

Data collection provides a common way to collect IT data Al Framework
for use in AI model training.

The data collection engine will:
Data

— Collect and parse the raw IT data

Al Model Server

. Data
> CoIIe(;tlon EzNoSQL
Engine

REST APls

— Stream the data to the data store

We plan to use EzNoSQL for z/OS as the data store to
contain data for training.

— Accessed by model training pipeline and optionally th

— Can be used both for training and the deployed model“

to store its own data 1 ,, |




Al model server

The AI model server will host and manage the Al
models.

— Manages model training, versioning, deploying,
and monitoring

— Supports tail over tor high availability
— Accessed by system via REST APIs

Al Framework

Al Model Server

Data o
| e Training Deployed
 “OUection EzNoSq| Application Model
Engine
REST APlIs

> Al Base Component

-




Al base component

he AI Base Component will assist Providers in
communicating with the AI model server.

Enables traditional components to use AI models
without need for frequent updates to latest
technologies.

— Accessed via z/OS macros
— Handles connection to REST APIs

— Built-in logging to SMF tor diagnostics and auditing

Al Framework

Al Model Server

Raw IT
Data

Data
g Collection
Engine

REST APls

Al Base Component




User Interface

Al Framework

Data
> Colle§t|on EzNoSq|
Engine

The user interface will be the end user’s
primary means ot working with the Al
Framework and managing AI models.

Al Model Server

REST APls

We plan to use IBM z/0S Management Facility
(z/OSMF) to implement the Al Framework user
Interface.

— z/OSMF workflows will enable install and
configuration

— A new z/OSMF plugin will provide AI model
management

> Al Base Component

l ‘, l




Framework providers

Providers plug into Al framework for simpler Al
deployment.

— Define data collection
— Create model training pipeline
— Call AI Base Component

— Extend user Intertace

The framework Is intended to be expandable
for Tuture use cases.

Al Framework

Al Model Server

Data o
Training Deployed

g Collection

_ Application Model
Engine

REST APls

<
<

> Al Base Component

WLM Initiators Provider 2 Provider 3



WLM managed Initiators
betore

 Initiators are started after the
workload arrives

» Workload can’t be processed right
away

WLM managed Initiator ;o.00

08:55



With z/OS 3.1 Al Powered WLM- Predict upcoming workload
Starting with batch workload
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Automatically start/stop initiators and
assign resources proactively



Al powered WLM

20 Init.

20 Init.
20 Init.
20 Init
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08:55

Proactive Alnitiator processing

20 Init,

10:00

Batch Workload forecast driven by AI model

Al provides W
start the requi

proactively (ra:
the workload ar

M witr
ed nun

recomn

nbe

‘her than inr

ﬁ

- Of |

ﬁ

e
It

3

naa
1lato
jators starting after

1oNns to

S

‘lves as they currently do)

Workload can start right away

MOC

-
O

.

ﬁ

tu
Ir

Possibility to switch between
Al-C

Resource assignment ot the correct
oriority 1s done betore the work arrives

iIsabled, Al-enabled and simulation

e
e implemnr

el

e transact

10

1S

tation intended to focus on



Al-powered WLM

LO:] “»
No need for additional Straighttforward user Continuous validation Trust and confidence
Al skills to deploy Al experience with clients from the thanks to simulation

Infused capabilities early phase to delivery mode and explainability



What i1s z/OSMF WLM Policy Advisor?

z/OSMF WLM Policy Advisor is a tool, that can help
you analysing and rating your WLM service
definitions regarding your defined workload
Importances und performance targets.



z/OSMF WLM Policy Advisor — The Idea behind it

T
/
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WLM service
definition
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‘\ /
Performance data
(SMF 72.3)
‘\ /

z/OSMF WLM Policy Advisor

/

A
Service policy Intfo
—
:: Checked rules / warnings
-V

IIIl Performance graphs



z/OSMF WLM Policy Advisor — Who Is the Target Audience?

As a novice z/0S system programmer, I want to be
Christina assisted with best practice recommendations while

Early tenure 2/0S Systems Programmer o djting g \WWLM service definition to prevent common

errors betore Alice or Zach can activate the policy.

| the WLM service definition, I want to identify definition
Alice . . . .
Mid level z/OS Systems Programmer  Problems in the active WLM policy, with respect to the
system’s workload as reflected in SMF performance
data.

Zach As a senior z/OS system programmer, the z/OSMF WLM
Senior z/OS Systems Programmer Policy Advisor helps me to teach my colleagues the
dos and don’ts of our WLM service definition.

ﬁ As a mid-level z/OS system programmer responsible for
1010)




7z/OSMEF WLM Policy Advisor — Where to tind?

WLM PolicyAdvisor is an
extension of the z/OSMF WLM
Task (z/OS 3.1) und can be
started from there.

Overview

Use this task to manage z/OS Workload Manager (WLM) service definitions. To get started, select one of the following actions. Learn more...

Manage

Service Definitions

Service Policies for
Sysplex

Workload Management

Workload Management

Define, modify, view, copy, import, export, print, or install a service definition.

Activate orview one of the service policies that is defined in the installed service definition.

Settings Set preferences for messages, service definition history, couple data set, and sysplex. Veri
zone settings before you start working.

View

WLM Status View the status of WLM on each system in the sysplex. View details about the installed ser
active service policy.

Analyse

Policy Advisor Open the service definition that contains the active service policy in Policy Advisor view.

Zeit fir Z - z/OS Kundentage mit GSE 2023 / 26. - 28. September 2023 / © 2023 IBM Corporation

Workload Management

Qverview

-Dx

Help

Workload Management - [ X

Help

Service Definitions

Service Definitions x

Actions ~ l

Search

Modify Service Definition »

View Service Definition »

View Messages
View History
Print Preview
Copy...

Delete...

Export

Open Policy Advisor

V o NP o NP e WP e VPN o PO o WP o

New...
Import
Select All
Deselect All

Configure Columns...

Hide Filter Row

Total: g Selected: 1

Refresh

Description Activity
Filter Filter

Last refresh: Sep 11, 2023, 4:50:13 PM local time (Sep 11, 2023, 2:50:13 PM GMT)




SMF Explorer with Python - SMF analysis today

Pre-processing

SMF Data (CSV/Database)

Tooling

- Limited knowledge about pre-processing
- Data offloading
« Time consuming

« Quick prototyping Is often hard

Analysis

27



IBM SMF Explorer

System Utilisation
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13:45

13:50

Time

Type=ziip_util
Time=Nov 5, 2019,
Utilization %=48.6

1355

13:50:61 ‘\

Type

cp_util
Ziip__util
total__util

SMF Explorer is a framework for SMF data

access using Python

Fetches pre-processed SMF data into Pandas

DataFrames

Features:
Filtering
Sorting

Multi-Dataset access

28



IBM SMF Explorer - Goals

Accessing SMF data with a "modern” programming language

Making data processing transparent

No z/OS skill required (to get started)

Quick prototyping




IBM SMF Explorer 1.0

 What will be included:
* Performance Plugin (SMF 99, 113, 70-79)
« Jupyter Notebook Tutorials
 LPAR Topology Report
 How will it be shipped:
* pip installable package
* GItHub Repository for notebooks, setup, and documentation

Download via:
https://github.com/IBM/IBM-SMF-Explorer

30



OS Management
Simplification

z/0S 3.1 embraces aspects of cloud-
native management of z/OS based on
Industry standards and access to
consistent and modern browser-based
Interfaces, enabling users to efficiently
update and configure z/OS and related
software. With enhanced management
Infrastructure and self-service access to
tasks, z/OS 3.1 continues to simplify and
automate the management of the
operating system to help guide the next
generation of system programmers.

Including:

« z/OSMF
« Workflows

- 7z/0S Management Services Catalog

« 7/OSMF ServerPac and Upgrade Workflows

Desktop

« Sysplex Management
« APIs
- 7z/OSMF Ansible Collection

IBM z/OS Change Tracker



7/OS Management Facility (z/OSMF) 4 z/OSMF Trials

A modern web-browser based management console for z/0OS

z/OSMF helps system programmers
more easily manage and administer a
mainframe system by simplitying day to
day operations and administration of
z/OS system.

More than just a graphical UI, z/OSMF
addresses the needs of a diversified skilled
workforce:

- Automated tasks and APIs help reduce the
learning curve and improve productivity.

- Embedded active user assistance (such as
wizards) guide you through tasks and
helps provide simplitied operations.

For more information, visit the z7 OSMF One Stop Hub oo

and z/OSMF Community Guild

© 2022 IBM Corporation

currently available!

Assistant

Editor

eeeeeeeeee

ooooooooooooooooo

Analyzer Services

With z/OS 3.1, the range of enhancements include:

Desktop and plugin improvements for a reduced learning curve and
Improved efficiency for z/OS management

New APIs that make it easier to drive z/OS operations

Enhanced Worktlow engine tor persisting, streamline and collaborating
z/OS tasks

Improved z/OSMF management and security contiguration abilities


https://ibm.github.io/zOSMF/
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/fiona-king1/2023/03/07/zosmf-trials
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/rolando-perez/2021/11/03/zosmf-guild

Worktlows - What are they?

 Aseries of steps to accomplish a task and a tool to track each steps status

 Can involve one person or many people

« Workflow authors decide on style and technical approach ot a worktlow

 Can be: Manual instructions, Semi-automated instructions, Fully automated actions
« Consist of Jobs, Shell scripts, REXX execs, REST calls, file updates etc.

* Optionally retains a log of what has been done Workflows
» Usetul tor Installation, Service, Upgrade, or any configuration actions

z/OSMF One Stop Hub (https://ibm.github.io/zOSMFE/)

What's New in z/OS V2.5 / © 2023 IBM Corporation


https://ibm.github.io/zOSMF/

z/OS Management Services Catalog
Manage your z/OS environment using services

« Early tenure systems programmers can perform z/OS New zMSC enhancements in z/OS 3.1 improve the user
management tasks using a modern interface that does not experience and simplify system programmers task related to
expose them to the complexities of ISPF, command line, creating and managing z/OS services:

operator console, or JCL jobs | | N
- Experienced systems programmer can reduce the complexity ~ * Export/import services capability to help system
of their organization’s z/OS management processes so they programmer share services across multiple systems

can transfer their knowledge to the next generation « System programmers can search and select
workflow definition files at service creation time

Management Services Cataleg -0 X

« System programmers can preview a service without testing it
e Support tor calling secondary workflows from a service

« System programmers can select and move multiple inputs at
once during service creation

Create a RACF digntal Create a zFS hle Delete a RACF user 1D Encrypt a zFS hle
certithcate system system

« System programmers can update the Worktlow definition file
after starting to build a service so that they can avoid wasted
Expand a zFS fil time on revisions

In addition, new services that help system programmers
to streamline repetitive and frequent tasks as well as

complex, infrequent tasks are provided

Services are built using z/ OSMF Workflows technology and make workflows more accessible. . . - | —=
For more information, visit the zMSC content solutions |aoo 34



https://www.ibm.com/support/z-content-solutions/management-services/

z/OSMF Software Management

Installation of z/OS 3.1 via ServerPac

« 7/OS 3.1 uses a simplified web-based GUI (replacing the ISPF CustomPac Dialog)

o Manages allocation and placement of data sets, cataloging, and deployment in z/OSMF
Software Management
Customization and verification is done in z/ OSMF Workflows
Data set merge and disconnect Master Catalog on driving system |
Remove temporary catalog aliases are supported |
REST APIs to run missing critical updates, missing FIXCAT updates, and sottware update - »
search —

O O O O

« IBM (and participating major ISVs) deliver z/OSMF Portable Software Instances as a Software

common installation method for z/OS stack software
o IBMz/0S, IMS, Db2, and CICS Transaction Server and associated products, all can be Management
Installed with z/OSMF today. CBPDO remains available.

- 7/OS 3.1 also supports generating a Universally Unique Identifier (UUID) during the
installation and deployment ot z/OS, correlating the UUID with the z/OSMF Software
Management sottware instance. This represents that copy of z/OS, storing the UUID
value in a well-known location on z/0S, and retrieving the UUID from a running z/0OS
system to directly identity the proper software instance.

. . . 35
'soo For more information, see the z/OSMF ServerPac content solution



https://www.ibm.com/support/z-content-solutions/serverpac-install-zosmf/

Check UUID: Sottware Instances View action

Software Management - [ X
. . Software Management » Software Instances » View Software Instance Help
JUID is not intended as a human View swi
CO ’] S u ﬂ a b I-e Va'- J e . General System and Zones Non-SMP/E Managed Data Sets Products Workflows Provider Defined Properties
The 'e':O re, the L L ID ':Or a SWI iS Name: @< Universally Unique Identifier (UUID): f60e4fac-b4cd-4a50-0f2f-88409524dfc8

SWi

not prominently displayed.
On the View action page, hover on
the new “Info” bubble to display

) e U U I D ) Categories:

There is no data to display.

Description: (maximum 256 characters, currently 0 characters)

Action Summary:

Action Date and Time (GMT) User
Modified Apr 6, 2023, 1:27:35 PM ZOSMFT6
Created Apr 6, 2023, 1:26:45 PM ZOSMFT6
Locked

Close



z/OSMF Upgrade Worktlow
Update to z/OS 3.1 easily

serviced with z/OS.

More capabilities have been added to:
 Assist with coexistence service veritication

Depending on whether you are upgradi

V2.4, simply select

‘he workflow that a

and open it in z/OSMF to begin the upg

g

Pl

"aC

IBM i1s making continual enhancements to z/OS Upgrades to making
upgrading to the latest z/ OS release easier by reducing manual
steps. The z/OSMF z/OS 3.1 Upgrade Workflow 1s now part of and

Help with identitying upgrade actions which have already been
verformed during the service cycle.

from z/OS V2.5 or z/OS

es to your upgrade path
e Process.




z/OSMF desktop UI

= Data set search, browse and edit

Set and File Search Q ] X C— 0/.\./‘
| Cm—
Search | SYS1.SAMPLIB e *
) FTP Servers Usage Statistics Links z/0S Operator
S WMol sdecocice b + 0O Consoles

Members for SYS1.SAMPLIB(45)S/ 12U

(J 1zuomsec . @

(J 1zuowrvr
O SYS1.SAMPLIB(IZUGCSEC) :
& P + 1 + 2 + 3
[J 1zuicsec
w 1 //IZUGCSEC JOB MSGCLASS=C,MSGLE Replace &
2 1 [ AR AAAAAAAAAAAAAAAAAAAA A A s
(0 1zusaLc 3 //%* PROPRIETARY STATEMENT: *
4 /1% Licensed Materials - Property of IBM *
O 1zusooo 5 5650-205 * SYS1.SAMPLIB(IZUILSEC) :
(] 1zuismko 6 //* ight IBM Corp. 2015, 2019 * + 1 + 6 + 7 e
7 /I* = 1 //IZUILSE 4 -
O rzussec 8 //*  STATUS=HSMA240 * 2 /%
(J 1zumkoIR I 3 //% PROPR Add Cursor Below
10 //STEP1 EXEC PGM=IKJEFTO1 4 //* Lice
11 //SYSPRINT DD SYSOUT=x 5 //* 56§0-. Copy Line Up
12 //SYSTSPRT DD SYSOUT=x 6 //* Delete All Left
13 //SYSTSIN u » 7 //* Sthtu: Delete All Right
14 e T S st Ty 8 VL s Delete Line
15 /* This sample JCL intends to help with security setup required */ 9 //* ditor Font Zoom In
16 /* per user of z/0SMF "z0S Operator Consoles" task. */ 10 //STEP1 | _
17 | /x */ 11 //SYSPRINT DD SYS6
18 /* It consists of three parts: */ 12 //SYSTSPRT DD SYSOUT=x
19 /* The first part describes console dependencies */ 13 //SYSTSIN DD *
20 /* The second part is required only once per user. */ 14
21 /% The third part is required for every console user wants to */ 15 /* z/0SMF Incident Log requires the following services to be x/
22 /* use in "z0S Operator Consoles" task. Since user might usually %/ 16 /% configured: */
23 /* use one console to monitor one system in "z0S Operator */ 17 /* */
24 /* Consoles" task, it's usual that the third part needs to be */ 18 /*  CEASEC(Indirect dependency, required by CIM) */
25 /* copied and pasted several times for several systems user wantsx/ 19 /*  CFZSEC(Direct dependency by z/0SMF Incident Log) */
26 /% tn wnrk with in "20S Anaratnar Cancnlec" tacke */ 20 /*  IZUSTSEC(Direct dependency by z/0SMF Incident Log) */
21 /* */
22
£ /* */
Cancel

an - @ B =




z/OSMF desktop Ul o  Emera

SYS1.SAMPLIB X
Results(11)/  Fier

[ SYS1.SADRYLIB

» Create data set like and Create data set 8 sosums
[ sysisatug = Sendto »
[] sysisicecus  CopyName to Clipboard
[) sysisicesup  Create Dataset Like
[) sysisicetug  SubmitasJCL
[ sYS1.SIFALIB Delete
[J sys1.SISTCLIB
[(J SYS1.SORTUB
() sys1.svcuB

New Data Set

* Data Set Name

)ata Set Name Data Set Template A
With Basic Attribtues With SMS Constructs JCL LW
LOADLIB 22
Data Set Organization *Record Format
abc 3
Partitioned v FB
-
Record Length Data Set Size @ Unit of Size
80 P cted Size MB v
> Advanced

Help Clear All Save as Template Close




7/OSMF desktop Ul

» Create shortcut for data sets and open data set with double click

zZOSMF sample jobs

oM\

ﬁ h w FTP Servers Usage Statistics Links z/0S Operator Security
Consoles Configuration
SYS1.SAMPLIB( SYS1.SAMPLIB(  SYS1.SAMPLIB( A?{'«u'____'t
IZUCPSEC) IZUDCSEC) IZUSEC) |
ZOSMF sample
SYS1.SAMPLIB(IZUDCSEC) jobs

1

d 2 o e ko ok o o ok A e i ok o e ok i ok kR i ok o e ok e ok ok Rk ok ok kR ok R ok ok ok
SYS1.SAMPLIB(IZUSEC) © -0 X EEDE

SYS1.SAMPLIB(IZUSEC) : #

SYS1.SAMPLIB(IZUDCSEC) : #

-

+ 1 + 2 + 3 + 4 + 5 + 6 +
AP

//IZUDCSEC JOB HSGCLASS:C,HSGLEVEL-(I,1),USER-XXXXXXX,NOTIFY-XXXEEC%%;"
o

ls - Property of IBM

% % % % % %

BmMC L6 B8 06

17 [ [ A AAAAAAAKAAAAA A AAAA A AN A AAAA A A A A A A A A AAAAAAAA A A AAAA A AR AR

+ 1 + 2 + 3 + 4 + 5 + 6 + 7 e rp. 2019

1 //IZUCORE JOB MSGCLASS=C,MSGLEVEL=(1,1),USER=XXXXXXX,NOTIFY=XXXXXXX ©= "

2 //*********t*********t**************t****t*********t***************>?}fi{;“

3  //* PROPRIETARY STATEMENT: :*:’: B
4 //* Licensed Materials - Property of IBM g%?Lai" JEFTO1,DYNAMNBR=99

5 //* 5650-Z0S e =%

6 //% Copyright IBM Corp. 2014, 2019 =%

7 //*

8 //% Status = HSMA240 AR A A o AR A AR AR AR R AR R AR Kk KRR K Rk
9 //%* intends to help with security setup required

10 / /% over CPC function.

11 //%* DESCRIPTIVE NAME:

12 //* z/0SMF SERVER default security setup WO parts:

13 / /% escribes Discover CPC function dependencies

14 //x The JCL contains the security setup for z/0SMF server. is reauired bv Discover CPC function

15 //* You can customize this JCL to create a security setup

16 //* for the z/0SMF Server as you wish. 16 e

17 //*

18 //*  NOTE: The V2R4 step is added to the IZUSEC job in this 18 //STEP1  EXEC PGM=IKJEFTO1,DYNAMNBR=99
19 //* release. The V2R4 step contains the profiles that are new in ' 19 //SYSPRINT DD SYSOUT=x
20 / /% 7/0S V2R4. Tf vou have nreviouslv installed and confiaured 28 //SYSTSPRT DD SYSOUT=%

-

'LIB(IZUCPSEC)

Eecaad + 5 + 6 + 7=

L=(1,1), USER=)XXXXXXX, NOTIFY=XXXXXX

N
HE .
-

of IBM

R e R HROR  R OK R R OO K R RO KR ROk K

z/0SMF Capacity Provisioning.

oo - B 63




z/OSMF desktop UI

= Browse UNIX directory and files

139  KS9122I: For URL /SystemServlet/* in application IzuManagementFacility, the following HTTﬁ 5
trace_20.01.21_23.26.58.0.log “w-rw---- 33764 2020-01-2 145  K$9122I: For URL /persistence/ in application IzuManagementFacility, the following HTTP ¢ |
1-70f7 141  KS9122I: For URL /filesave/* in application IzuManagementFacility, the following HTTP uet% |
142 KS9122I: For URL /* in application IzuManagementFacility, the following HTTP methods are 5 |
143 KS9122I: For URL /UILogManager/* in application IzuManagementFacility, the following HTTP} %
144 KS9122I: For URL /environment.jsp in application IzuManagementFacility, the following HTT! f
145  KT@016I: Web application available (default_host): https://share.centers.ihost.com: 443/120{
146  KZO0O1I: Application IzuManagementFacility started in 13.508 seconds. i i
147  KS9122I: For URL /x in application IzuHanagelentFacilitySoftuareDeploylent, the followingw LI Mmam™
14 //* This s 148 KZ0001I: Application I jementFa acilitySoftwareDeplo oym il 1
15 //* for t 149  KZ0ee1I: Application IzuHanagenentFacilityProvisioning started in 13.993 seconds. i
16 //* three 150  KS9122I: For URL /% in application IzuConfigurationAssistant, the following HTTP methods .
151  G@24I: ALl applications specified have started. ’
152  KZeee1I: Application IzuConfigurationAssistant started in 16.177 seconds.
153 KS9122I: For URL /% in application IzuManagementFacilityHelpApp, the following HTTP metho
154  KZ0001I: Application IzuManagementFacilityHelpApp started in 16.308 seconds.
155 E9103I: A configuration file for a web server plugin was automatically generated for this
156  KF@015I: The server has the following interim fixes active in the runtime: PH16611,PH13983
157  KF@012I: The server installed the following features: [apiDiscovery-1.0, appSecurity-2.0, |
158 KF@011lI: The server zosmfServer is ready to run a smarter planet.
159

- ' I1ZUGO.log ©—-0X
Data Set and File Search ©—0X
lobal/zosmf/data/lo UGO.log: #
/ global / zosmf / data / logs / zosmfServer / logs % e v btk b8 g . '
o 1 2020-02-03T06:15:34.9882|00198AA8|com.ibm.zosznf.pdw.utxl.DojoMessagf T
2 SEVERE:IZUG911I
/global/zosmf/data/logs/zosmfServer/logs v R
Cl 2 2 o -+' ; 3  com.ibm.zoszmf.util.eis.EisConnectionException: IZUG911I: Connectiori|
4 com.ibm.zoszmf.util.eis.EisException.getEisException(EisExceptiol '}
Name Mode Size Modify Time 5 com. ibm.zoszmf.util.eis.EisException.diagnoseAndThrow(EisExcept i l“)-.L.
[0 state drwxrwx--- 8192 2020-01-21T18:27:22 6 com.ibm.zoszmf.util.eis.cim.ccp.CimClientPool. getﬂBEMClient(CinC f 5y
7 com.ibm.zoszmf.util.eis.cim.ccp.CimClientPool.getClient(CimClien® | (45
O messages.log “fwerw---- 406478  2020-02-03T08:55:34 8 com. ibm.zoszmf.util.eis.cim.CimCommonBase. selectWhere(CimCommonB: ".. AR
L] “tecelog WSS daial | 202000 nmxsagcs_?O()L21_23.26f%30iog
[0 http_access.log “TW=TW==== 0 2019-08-2
/global/zosmf/data/logs/zosmfServer/logs/messages_20.01.21_23.26.58.0.log: #
O ffde drwxrwx--- 8192 2020-01- 137 KTee161: wWeb application available (d g s %
0 @ages_20.01.21_23.26.58.0. oD W= 26 0200189 138 KZOeO1I: Application IzWanagenentFac] EUDARISCRITITERCAN &l 7 SOt =
O

Iltems per page: 100

qunwei * 'ﬁl




z/OSMF desktop UI

» Submit JCL and work with job outputs

Job Output
MyJobs O ¥
Job Name JobID v
BPXAS $0210945
BPXAS $0210943
IEAVEGR2 50210940
IEAVEGRT  S0210939
MVSNFSCL  $S0210938

Items perpage: 30  91-120 of

*Note: If the expected jobs are not |

BmMO0EEA0EE0B8 08 E8E

Status

ACTIVE

ACTIVE

ACTIVE

- X

Job Output

FTP Servers

i

[ e |

Software

|
© g
port
ager
Owner Max - CC Type
SETUP STC I |
rkload
SETUP STC R ament Manag t
SETUP STC

SYS1.SAMPLIB(IZUAUTH) ©—-0X
SYS1.SAMPLIB(IZUAUTH) : #
+ 1 Send A + 5 + 6 + 7 e
1 //IZUAUTH JOE + 1) , USER=XXXXXXX,NOTIFY=XXXXXXX “° -
2 / 1 ¥k ioieon ) Delete Itk OOk R KOO IR R KIOROK R OIOK R KOO sl o
3 //* PROPRIETA Highlight With > *
4 //* Licensed I1BM *
6 //* Copyright *
7 //* *
8 //* Status = HSMA240
L I B e
10 //STEP1 EXEC PGM=IKJEFT@1,DYNAMNBR=99
11 //SYSPRINT DD SYSOUT=x
12 //SYSTSPRT DD SYSOUT=x
13 //SYSTSIN DD x
14
15 /*
16 /* Begin "authorize user" Setup
17 /*
18
19 /*

N
>

/% Beain 70SMF llser Role hv default

Diagnostic

o\

Usage Statistics

z/OSMF

Assistant

f

My Jobs/IZUAUTH(J0212983) .

Links z/0S Operator Security
Consoles Configuration
Assistant

SYS!..SAMPLIB(

IZUDELFN) Monltodng

Job Output(IZUAUTH_J0212983)

Owner: XOOXXXX Status: OUTPUT
Max - CC: SEC ERROR Type: R[o]:}
Job Data Sets JESMSGLG(2) X
$ 1 JES2 JOB LOG =—— SYSTEM P 0 3 iinfvium
2 0
3 03.11.19 0212983 ---- TUESDAY, 16 MAR 2021 ----
4 93.11.19 J0212983 ICH408I USER(XXXXXXX ) GROUP( ) NAME(??
5 LOGON/JOB INITIATION - USER AT TERMINAL
6 03.11.19 J0212983 IRRO12I VERIFICATION FAILED. USER PROFILE NOT
7  -$HASP106 JOB DELETED BY JES2 OR CANCELLED BY OPERATOR BEFORE EXEC
8 0 JES2 JOB STATISTICS —————-
9 0 60 CARDS READ
10 0 13 SYSOUT PRINT RECORDS
11 0 © SYSOUT PUNCH RECORDS r
12 0 @ SYSOUT SPOOL KBYTES
13 0 0.00 MINUTES EXECUTION TIME
14

S

| debugt - (B



7/OSMF desktop Ul

= Clickable references

Data Set and File Search ©O—0X

»

Jusr/lpp/zosmf - O—0X

Search / SYS1.PROCLIB.INSTALL / usr /[ lpp / zosmf

t

Q_ Member p: SYS1.PROCLIB.INSTALL(IZUFPROC) Results(14) ~ \/  Items per page: 100 1-140f14 < >
SYS1.PROCLIB.INSTALL(IZUFPROC) :  # Name Mode Owner/Group Sz  ModdyTinye
Members for SYS1.PROCLI ] 9091:11=
+ 1 + 2 + 3 + 4————4-<="-5 + 6 + 7- O bin drwxr-xr-x SETUP/OMVSGRP 8192 02T03:45:55
O I1zUFPROC 1 //IZUFPROC PROC ROOTE'/usr/lpp/zosmf' ZOSMF INSTALL ROOT */ o
0O figurati d SETUP/OMVSGRP 8192 el 15,
2 T EXPORT SYMLIST= con |gura on FWXr=Xr-x / 02T03:45:54
3 // SET QT="""" 2021-11-
4 77 SET XX=&QT.&ROOT.&QT. O defaults drwxr-xr-x SETUP/OMVSGRP 8192 02T03:41:34
5  //IZUFPROC EXEC PGM=IKJEFTO1,DYNAMNBR=200 O helps drwxrocx  SETUP/OMVSGRP 8192 2021-04-
6 [/ skskskskskok sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sksk skek sk sk sk sk sk sk / 20T02:51:33
7  //* TSO LOGON PROC FOR Z/0S DATA SET AND FILE REST INTERFACE */ 0 18M drwxr-xr-x  SETUP/OMVSGRP 8192 2021'}1'.
9  //* PROPRIETARY STATEMENT: */ r SYS1.SBPXEXEC
10 / /% */
LX //* LICENSED MATERIALS - PROPERTY OF IBM */ [ Members for SYS1.SBPXEXEC(40)\/  Items per page: 100 - 1-40 of 40 items 1 - of 1 page <
12 //% 5650-20S */ P
13 //x% COPYRIGHT IBM CORP. 2014, 2019 «/ |—T] [ BPXTRACE
14 / /% STATUS = HSMA240 D BPXWBRED **
15 / / KKK KK K 3K 3K 3K K K K R K Sk Sk K K K 5K 5Kk 3K 3k 3K 3K 3K K K K K K K K K K K 3K 3K 3k sk sk Sk >k Sk kK K oK kK kK K K K >k D
16  //CEEOPTS DD s,SYMBOLS=JCLONLY C 0] BPXWESL
17 ENVAR("PATH=/bin:&XX./bin") m—— e | [] BPXWFSSH
18 //SYSEXEC DD DISP=SHR,DSh=Isp.s Cmd + click to open the datas —
19 // DD DISP=SHR,DS 1.SBPXEXEC ‘ O BPXWGETX
20 //SYSPROC DD DISP=SHR,DSN=ISP.SISPCLIB [J BPXWHERE
21 1 DD DISP=SHR,DSN=SYS1.SBPXEXEC
22 //ISPLLIB DD DISP=SHR,DSN=SYS1.SIEALNKE O BPXWH2Z
23 //ISPPLIB DD DISP=SHR,DSN=ISP.SISPPENU [J BPXWIRAC
24  //ISPTLIB DD RECFM=FB,LRECL=80,SPACE=(TRK, (1,0,1)) UNIT=SYSALLDA
25 7/ DD DISP=SHR,DSN=ISP.SISPTENU 0O BPXWISH
26  //ISPSLIB DD DISP=SHR,DSN=ISP.SISPSENU [J BPXWIZFS
27  //ISPMLIB DD DISP=SHR,DSN=ISP.SISPMENU
28 //ISPPROF DD DISP=NEW,UNIT=SYSDA,SPACE=(TRK, (15,15,5)), [0 BPXWLSOF
29  // DCB=(RECFM=FB, LRECL=80, BLKSIZE=3120) [] BPXWMCAT
[J BPXWMIGC
1 BPXWMIGF




7/OSMF desktop UI

= Compare

Select another file to.compare directly from the Compare window

JYS1.SAMPLIB(IZUNUSEC) <--> SYS1.SAMPLIB(IZUSEC)

v @ SYS1.SAMPLIB(IZUSEC) —

N 1%l
Data Set and File Search O—-0OX °

SYS{ Copyto Right -> JSEC)

| Search / SYS1.SAMPLIB

% ” 1-//IZUNUSEC MSGCLASS=C,MSGLEVEL=(1, 1) , USER=XXXXXXX,NOTIFY=XXXXXXX I_ 1+//IZUCORE JOB MSGCLASS=C,MSGLEVEL=(1, 1), USER=XXXXXXX,NOTIFY=XXXXXXX

- 2=/ /%
ISPF z/OSMF i

gt - ~Support merging differences
S SO o Save changes back to z/OS

Bk
~

LJ IZUILSEC 6~//% Copyright IBM Corp. 2019 */
O 1zuisaLC 7-//%* Status = HSMA240 */
. 8-//* */
(O 1zuisbbD 9/ /% .
O 1zuisMKD 10 =/ /3o isoreikorosorokookororookdsokorkor kbRl kool ook koo kokok /
[ 1zuissec 11-//% Replace with your job card
O 1zuMKDIR E_Z*
-/ /%
O 1zumkrs 14-//*
15-//% - Security setup for z/0SMF Nucleus basic
O 1zuMsseC 16 -0
O 1ZUNASEC 17=// *ok ; *ok
[ IZUNFSEC S Y R i T o P B T L RS T C e e e
3+//%* PROPRIETARY STATEMENT: *
VA 4+//% Licensed Materials - Property of IBM *
O =zd Open 5+//% 5650-Z0S *
0 z Send to ) 6+//*% Copyright IBM Corp. 2014, 2021 *
19 //* * 7 /7% *
[ 1z. Copyto ’ 20-//% REQUIRES: * B+//* Status = HSMA240 %
[ 1zL Create Dataset Like 9+ i
21 //* * 10 //* *
(0 1ZL  Copy Name to Clipboard 11+//* DESCRIPTIVE NAME: *
D) Al :Renaiia 12+//% z/0SMF SERVER default security setup *
; ] 13+//% *
] Submit as JCL 14+//% The JCL contains the security setup for z/0SMF server. *
sisio J Daleta 15+//% You can customize this JCL to create a security setup *
C’) 164/ /% for the z/0SMF Server as you wish. *
Select Source for Compare 174/ /% *
: SeIeCt two data Sets Or USS 18+//% NOTE: The V2R4 step is added to the IZUSEC job in this *
19+/ /% release. The V2R4 step contains the profiles that are new in x
ﬁles for Compare 20+//%  2/0S V2R4. If you have previously installed and configured =
21+//%* z/0SMF, step V2R4 is the only step you need to run. *
- — 22+/ /% *
@ & — 234/ [ kkpdciokskokopsksokokkokokiok ok ook kool dokok ok kool ok okokok ook ok ok
— 24+/ /% *




7/OSMF desktop Ul

= Download or Upload data set or USS file

Download sequential data set or PDS/E member or U.pload local file to z/OS with context menu or
USS file via context menu simply drag and drop

SYSLSAMPLIB @—-0OXx
SYS1.SAMPLIB @-0Xx
SYS1.SAMPLIB* / SYS1.SAMPLIB ﬁ

Q 000 000
—o

=

SYS1.SAMPLIB* / SYS1.SAMPLIB l a

v Tl
i 000 000 SYSLSAMBLE x oS >+ 0= 4‘ )ER_DEFAULT_L... z/OSMF
SYS1.SAMPLIB X v Go — ! Settings
- <+ & R_DEFAULT_L... z/OSMF Resuiisiied) 3/
Settings Name o
;ZUiE((;Oj Ye izu O  ADFDFLTX eoe < Upload demo =8 By M O O~ Q
esults
O ADFDOLDX Favorites Name ~ | Date Modified Size Kind
. Name O  ADRDYXsL () AYiznere SAMPJCL Today at 13:43 61KB Document
[0  AIECLNAI @ Recents R SAMPJCL2 Today at 13:43 61KB Document
O IZUSASEC O  AIRINJCL 4 Applications
IZUSEC O  AIRPROC ) Desktop
O AIZBLK [ Documents
1ZUSs
D Open O  AIZBLKE © Downloads
O 1zus O  ALLOCOO -
Send t 4 c
D 1ZUS end to O  ANFDEAL & iCloud Drive
O  ANFGPWGU £9 Shared
1ZUS
D Copy to ' O  ANFMIICL o
O IZus ANFQINIT o
Create Dataset Like O R ® Red
D 1ZUSs' O ANFUBLK ® Orange
O 1ZUS Copy Name to Clipboard Yellow
j ® Green
1ZUS' . i
D Rename
O 1zuT SYS1.SAMPLIB 0-0OXx
0O 1zur SubmitasJCL SYS1.SAMPLIB* / SYS1.SAMPLIB ﬁ Lk
2,
IZUV\ 7 Q00 Q00
- Delete SYS1.SAMPLIB X v Go =+ 8 2
0O 1zuw )ER_DEFAULT_L... z/OSMF
Refresh ts(1364) Settings
Results(1364
o 1eug @ ° Upload Open X
1ZUZ AO = Name The local file SAMPJCL2 was uploaded to
O Select Source for Compare SYS1.SAMPLIB(SAMPICL2) successfully.
M 17UZ 0  ADFDFLTX
Download ’ Download With Content Type O ADFDOLDX
URBad » & O ADRDYXS1
‘ O  AIECLNAI
O AIRINJCL
0  AIRPROC
O AIZBLK
O AIZBLKE
O  ALLOCOO
N = : debugl - =
e 0  ANFDEAL
0  ANFGPWGU
O ANFMIJCL
0  ANFQINIT
0  ANFUBLK

:
B
=
=l
[
‘

debu




Sysplex Management
CFRM Policy Editor

CFRM Policy Editor provides a graphic interface to reduce the learning curve for editing CFRM policy and
enable higher efficiency with less errors. With z/OS 3.1, functions include:

« Bulk editing and copy are supported to increase efticiency
* Built-in best practice to avoid human error

« Import CFRM policy from data set, USS file or JCL

* Export CFRM policy from CFRM Policy Editor to data set, CSV, or USS file sysplequr years! If the CFRM
» Easily compare policies or show difference of policy change Policy Editor had been
available back then, I

867 — DUPLEX(DISABLED) 868+ DUPLEX (ALLOWED) ld Iz. h
868 PREFLIST(LF@1, LF@2, A, SUPERSES, TESTCF) 869 PREFLIST(LF@1, LF@2, A, SUPERSES, TESTCF) WOu n a\/e SO many gray

869 STRUCTURE NAME(CFOTHER_CACHE4) SIZE(50M) 870 STRUCTURE NAME(CFOTHER_CACHE4) SIZE(50M)

"['ve been working with

870 MINSIZE (OM) || 87 MINSIZE (0M) ha[["s nOW I WOU[d deflnltely
871 FULLTHRESHOLD (90) 872 FULLTHRESHOLD (90)
872— DUPLEX(DISABLED) 873+ DUPLEX (ALLOWED)
873 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) 874 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) — feCOmmend ClﬂyOﬂe fh(lf hCIS
874  STRUCTURE NAME(CFOTHER_CACHE5) SIZE(50M) 875 STRUCTURE NAME (CFOTHER_CACHE5) SIZE(50M) )
875 MINSTZE (0M) 876 MINSIZE (0M) fo manage your CFRM ,OO[[C)/
876 FULLTHRESHOLD (90) 877 FULLTHRESHOLD (90)
877— DUPLEX(DISABLED) 878+ DUPLEX (ALLOWED) .
878 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) 879 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) Z-O hCZVG a [OOk le lt [the CFRM
879 STRUCTURE NAME (HZS_HEALTHCHKLOG) SIZE(75000K) 880  STRUCTURE NAME(HZS_HEALTHCHKLOG) SIZE(75000K) ] ] ’y
880 MINSIZE (2K) 881 MINSIZE (K) P [ y Ed Z‘ ] — F k Ky
881— DUPLEX (DISABLED) 882+ DUPLEX (ALLOWED) O lC l Or * ran ne’
882 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) 883 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF) .
883 STRUCTURE NAME (RRS_LOGR_STR) SIZE(25000K) 884  STRUCTURE NAME(RRS_LOGR_STR) SIZE(25000K) PreSIdeﬂtm
884 MINSIZE (K) 885 MINSIZE (K)
885 DUPLEX (DISABLED) 886+ DUPLEX (ALLOWED) Watson Walker
886 PREFLIST(LF@1, LF@2, A, SUPERSES, TESTCF) 887 PREFLIST(LFO1, LF@2, A, SUPERSES, TESTCF)
887 STRUCTURE NAME (SUBLIST@1) SIZE(19000K) 888  STRUCTURE NAME(SUBLISTO1) SIZE(19000K)
888 MINSIZE (0K) 889 MINSIZE(0K)
890+ DUPLEX (ALLOWED)

Select and compare two policies



Sysplex Management
CF (Coupling Facility) Sizer

New and improved CF Sizer application integrated CFRM Policy Editor and Sizer -~ CLASS1 Editor CF sizing
into the CFRM Policy Editor: Siing Definiions 355 B3
 Persistence of user sizing inputs | Qv
 Ability to map sizing inputs to (multiple) specific O - c; T de d o Cl fs
structures in a single action (bulk sizing) = e e ) 5
» Define once, run sizing multiple times 0 G o DB2 Upgrade  DB2 SCA Lit Structure Upgrac 24 2
* Minimize manual input s s T Thsi
- Calculating structure sizings using CF levels that )
you already have or do not already have et el
» Flexible (ability to change CF Level) o250

Inputted parameters with calculated results



Why RESTtul services?

e Easyto call

e Could be driven remotely (via HTTPS) and securely

e |Qa
e EX

gL

ole]

age and plattorm independent
ters could be anyone who can issue HTT

. - Web application
. - Stand alone application
. - Mobile App

° requests:



z/OSMF REST services

« 7/QOS |obs service
e 7/0S data set and file service

* Applicatio
« TSO/E adc

ce

N Linking Manager intertace service
ress space Service
» Data persistence service

* Topology servi

* Multisystem routing service

e 7/OSMF workflow service
» Software Management service

 Notification service

e 7/0OS Operator Consoles services
~RLOG/SYSLOG services
hol service
nage

« 7/OS OP

. 7/0S Sym

e Storage
* Sysplex
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https://www.ibm.com/docs/en/zos/2.5.0?topic=guide-using-zosmf-rest-services

z/OSMF REST APIs support Open API specitication

SNE B O Bl —
z/OSMF REST APIs

arence Ci Discover REST APIs for ZZOSMF
: =
t;_ z/OSMF One 2/OSMF REST 2/OSMF Bamply COﬂSOlO sewlm AP'S Filesystem APIs
: Stop Hub APIs Code n o P ) Information APls
Jobs APls

—

/zosmi/restconsoles/consoles/consolename)/detections; [[ERll /zosmirestoosiots
fzosmi/restconsoles/consoles/{consolename}/solmsgs/c m"’;'”‘_‘“:'mm‘“mh”m —

Response Class (Suatus 200)
Dataset AP'S On compietion, the 2085 jobs REST interface returns an MTTP response with an anrary of maiching jobs, each as a JSON job document.
Model Example Value
default
{
“application/jsea": |
File APIs {

“jobid": “J00e002)",
“jobeame™: “TESTIOE2",
Filesystem APIs "subsystea™: null,
“ownert: “IBMUSER",
“status™: “oUTPUTT,

Information APIs “type": 108",
“class™: “A",
Jobs APIs Response Content Type | applcationfjson §
Paramaters
Notifications APls Isana ekh Descition
owner | B User 1D of Do job owner whose jobs are Doing quarned; the delault is the 205 user ID. Folded 10 uppercase; Canndt exceod oght characiers.
PUb"3h°d somre Cata|09 WidCand characiens arn permilind in 1he owner and preftx Guary paramater values. Liso an asterisk (%) for mulliple chamnciens, and & Question mark (7) for & singio characier,
prefix I | Job name prefic; defantts is °. Folded 10 uppercase. cannct exceod oight characiens

Resource Management
Wikdcand characiens ane pormited in he owner and prefix query parameter values. Use an asterisk (%) for multiple charatters, and & QUeston mark (7) for a singlo chasacter.

8

Software Service Instance Names jobie [ ] 200 10. Folded 10 Lppercase; CAnnot excoed eight charactors. This Quary PArameter i mutualy exchisie with user<omelator
sax-jobs [moo ] Maximum sumber of jobs fetumed. The value must be Detween 1 and 1000, Inclusive. If this parameter i NOt speciliod, or is specified INcomectly. the Solault vadue of 1000 & usd
Software Services Catalog
user-correlator | | The user portion of the job comelator. This vadue is 1 4€° 32 characiers in length, wheve the Srst characier must be uppercase alphabetic (A-Z) or specal (5, 7, @). The remainin
combination of uppercase alphabetic, numenc (0-9), or special. Biank charactors are not supporied. This quary parameter is metually exclusive with jobad,
Soﬂwal'e sm'ces Reglsu’v This value is processed by the JES2 subsysiem only, he JES3 subsystiom does Not process the comelator and, nslead, Indicales 2000 job manches. FOr a system with JES3 as |
more JES2 secondary subsystems, the primary JESI subsystem does not process Be comelaior, however, the JES2 secondary subsysiems can procoss e comelator.’
System Variables
TSO/E APIs

— \Aarkflaw ADle
SHED /zosmiivestobsiobsicomelator




7z/OSMF REST API sample

/zosmf/storage/rest/vi/storagegroups

GET t/v1/storagegroups/stg-name}

GET t/'vi/volumes

GET t/v1/volumesKvolume-ser}

GET v https://pkstp03.pok.stglabs.ibm.com:1035/zosmf/storage/rest/v1/storagegroups?detail-data=Y

Params @ Authorization @ Headers| (12) Body @ Pre-request Script

Query Params
KEY
detail-data

Key
Body Cookies (1) Headers (14)  Test Résults

Pretty Raw Preview Visualize JSON ¥ =0

1 [ v

2 {

3 "oamFlags": "",

4 ""'spaceAvailable": 0,

5 "lastUser": "TIANYE",

6 "vioUnitType": "",

7 "oamTableSI": ",

8 "processingPrioritySpecified": true,
9 "highTrackThreshold": 85,
10 "extendSGSpecified": true,
11 "autoBackupSystem": "",
12 "overflowSGSpecified": true,
13 "lowTrackThreshold": 1,
14 "extendSgexnamelLength": 0,
15 "storageGroupName": "$TSTG3@#",
16 "totalSpaceAlert": 0,
17 "overflowSG": 0,
18 "autoMigrateSystem": "",
19 ""'SMADataSpecified": false,
20 "extendSgtcname": "",
21 "autoDumpSystem": "",
22 "autoMigration": true,
23 "primarySpaceManagement": false,
24 "breakPointValueSpecified": false,
25 "highThreshold": 85,
26 "HSMAutoBackup": true,
27 "breakPointValue": 0,
28 "status": [

Tests Settings

VALUE

Value

28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

"status": [

{

"sysType": "1",
"confirmedSmsStatus'": "ENABLED",
"sysName": "P00Q",
"requestedSystemStatus": "ENABLED"

"sysType": "1",
"confirmedSmsStatus'": "ENABLED",
"sysName": "PO1",
"requestedSystemStatus": "ENABLED"

"sysType": "1",
"confirmedSmsStatus'": "ENABLED",
"sysName": "P02",
"requestedSystemStatus": "ENABLED"

"sysType'": "1",
"confirmedSmsStatus": "ENABLED",
"sysName": "P0O3",
"requestedSystemStatus": "ENABLED"

126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156

}

Get a list of storage groups that match specified storage properties.

Get the storage group that matches a storage group name.

Get a list of volumes that match specified storage properties.

Get the volume that matches a volume serial number.

"libraryName": "",

"updateDate'": '2021/06/01",
"intervalMigration": false,
""spaceUsed": 0,
"oamCycleStartTime": 0,
"description": "ZOSMF API TEST",
"storageGroupType": "POOL",
"osmcSystemName': "",
""vioMaxDss": 0,
"processingPriority": 50,
"guaranteedBackupFreqSpecified": true,
"driveStartThresholdBit": 0,
"extendSgtcnamelLength": 0,
"EAVTrackAllocThresholdSpecified": true,
"tmsTotalSpaceAlert": 0,
"lowThreshold": 1,
"numberO0OfVolumes": 3,
""guaranteedBackupFreq": 0,
"updateTime": "22:00",
"totalSpace": 0,
"volumeFullThresholdBit": 0,
"dumpClassesForAD": "",
"targetCopySGSpecified": false,
"thresholdsSpecified": true,
"subsystemUse2": -20848,
"subsystemUsel": 3,
"extendSgexname': "",
"autoDump": false,
"libraryNameLength": 0,
"oamCycleEndtime": @



z/OSMF Ansible collection “ibm zosmft”
Red Hat Ansible Certified Content for IBM /

The IBM z/OSMF Ansible collection provides a simple and consistent experience

for Ansible users to drive z/OSMF REST APIs for z/OS operations and automation.

The “ibm_zosmf” collection drives z/OSMF REST APIs, including:

« Workflow operations (version 1.0 and above)

o Drive a z/OSMF workflow to complete, Delete a workflow instance, Query workflow
status, etc.

* Provision and Manage z/0S software instances via Cloud Provisioning and Management
for z/OS

o Provision or deprovision a z/OS middleware/software instance, start or stop the
software instance, etc.

» Security validation based on SCA
» Security fix/provision based on SCA
« Software query based on z/OSMF Software Management

f;—; Available on both the Ansible Galaxy and Red Hat Ansible Automation Hub

IBM z/OSMF
Ansible Collection

oooo
ooo
oo I
=



https://galaxy.ansible.com/ibm/ibm_zosmf
https://cloud.redhat.com/ansible/automation-hub/repo/published/ibm/ibm_zosmf

IBM z/OS Change Tracker

Software solution for system management

IBM z/0OS Change Tracker is a comprehensive configuration cha
tracking, controlling, and managing changes In sottware across t

Real-time softwa
configuration change t
and control for system

—

e
‘acking

1braries

Identity and protect against
undesired configuration changes

\

ﬁ

ge management tool tor

ne z/0OS plattorm

Enhance system resiliency wit
automatic data set versioning a
recovery

L4

IBM z/OS Change Tracker helps clients achieve a more secure, resilient IT system.

IBM z/0S Change Tracker SHARPLEX S2 v

Monlitored resources

Add and remove protected items, and browse their members.

Checkout count

*Now available as a new strategic
Change Tracker plug-in on z/OSMF*,

Selt-service 90-day trial available with APAR PH51954.

A

nd

— For more information, visit the z/OS Change Tracker content solution

page.



https://www.ibm.com/support/z-content-solutions/zos-change-tracker/

IBM z/0OS Change Tracker core tfunctions

Comprehensive software configuration management (SCM) tool for tracking, controlling, and
managing changes in software

Security;

Integrity Protection Recovery .
Resilience

IBM z/0OS Change Tracker
Compare software
across z/0S
environments
Control

Fingerprint/
Tokenization

54



IBM z/0OS Change Tracker core tfunctions

Comprehensive software configuration management (SCM) tool for tracking, controlling, and
managing changes in software

Security;

Integrity Protection Recovery .
Resilience

IBM z/0OS Change Tracker
Compare software
across z/0S
environments
Control

Fingerprint/
Tokenization
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IBM z/0OS Change Tracker core tfunctions

Comprehensive software configuration management (SCM) tool for tracking, controlling, and
managing changes in software

Security;
gl Protection Recovery
Resilience
IBM z/0OS Change Tracker
Compare software
across z/0S
environments;
Control Cost saving

Fingerprint/
Tokenization
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IBM z/0OS Change Tracker core tfunctions

Comprehensive software configuration management (SCM) tool for tracking, controlling, and
managing changes in software

Security;
gl Protection Recovery
Resilience
IBM z/0OS Change Tracker
Compare software
across z/0S
environments;
Control Cost saving

Fingerprint/
Tokenization
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Application Modernization

z/OS 3.1 1s designed for clients to
leverage industry standard technology to
Increase development velocity and
modernize their applications with new
environments and APIs to consistently
build, deploy, and manage workloads,
both Linux and z/OS, across a hybrid
cloud environment:

Including:

« z/0OS Container Extensions (zCX)

« zCX Foundation for Red Hat OpenShift

COBOL-Java Interoperability
Data Set File System

Union file system (UFS)

IBM Semeru 11 support
z/OS Unix



z/OS Container Extensions
Run Linux contatnerized workloads on z/OS

z/OS Container Extensions provides a virtual appliance tfor running Linux on Z

workloads on z/OS 3.1.:

o The same binary container images that run on Linux on Z under z/VVM or zKVM
will run in zCX
o No porting is typically required from Linux on Z

Scalable to:

o Upto 64 servers per z/OS iImage
o Uptol TB of guest memory per server
o Upto 245 virtual devices per server
o Disk devices up to 1TB each
O
O

Jp to 1000 containers per server
zIIP eligibility - 98%+ ziip offload in lab measurements®

(A self-service 90 day trial is available to all z/OS customers.)

Icm_u For more information, see the zCX content solution



https://www.ibm.com/support/z-content-solutions/container-extensions/

IBM zCX Foundation for Red Hat OpenShift (zCX for OpenShift)

Run Red Hat OpenShift on z/OS using zCX

Enterprise-ready
Kubernetes

zCX for OpenShift leverages
Red Hat OpenShift, which is
an enterprise-ready
Kubernetes container
olatform built for an open
nybrid cloud strategy. It
orovides a consistent
application platform to
manage hybrid cloud, multi-
cloud, and edge
deployments.

Inherit Disaster Recovery

zCX Foundation for Red Hat
OpenShift benefits from
z/0OS Qualities of Service
(QoS) and provides
automatic, integrated
restart capabilities for site
failures (using z/0S
DR/GDPS).

Operational management
consistent with z/OS

zCX Foundation for Red Hat
OpenShift has consistent
operational management
that is in line with z/OS,
making it a seamless
Integration to leverage zCX
Foundation for Red Hat
OpenShift in your current
z/OS environment.

Co-location (off platform)

zCX Foundation for Red Hat
OpenShift provides the
opportunity to co-locate
certain applications and
workloads closer to z/OS.
This allows applications
accessing z/OS data to be as
close as possible and help
minimize network latency.

With z/OS 3.1, clients that are licensed to deploy and use IBM Storage Fusion (5900-AQY) today can enjoy the
benefits of enterprise-grade data storage and protection services on IBM zCX tor OpenShitt running on z/0S.

oo For more information, visit the zCX for OpenShfit content solution page.



https://www.ibm.com/support/z-content-solutions/zcx-openshift/

COBOL-Java Interoperability

Modernize existing high-level language applications, such as
COBOL/ Java interoperability, with support to manage parallel 371-
bit and 64-bit addressing modes within the same address space.

This enables application developers with tull application
transparency, simplitying enterprise application modernization.

With z/OS 3.7

« The IBM Semeru Runtime Certified Edition for z/OS Version 11 (Java) has been enhanced so

that 31-bit COBOL applications can be extended to call 64-bit Java programs using the IBM
Semeru Runtime.

» Inaddition, z/OS Language Environment new callable services C __le_

iIntroduced tor high-level language applications such as COBOL, PL/I, Java, and others to
determine whether they are running in the 31-bit or 64-bit interoperability environment.

~MICT/ le ceemict() are

U ['T]




Data Set File System

z/0OS 3.1 has provided a new physical file
system that renders traditional z/OS data sets
accessible by programs, shell scripts, and end
users of z/OS UNIX System Services.

* Designed tor z/OS UNIX applications, tools,
and utilities to provide transparent access to
data In these data sets In a secure and

consistent ma

nner.

e Allows specification of multiple data set
qualifiers for the high-level qualifier (HLO)
directory, which 1s designed to make It easier

to manage and use data sets that are part of

a large set under a si

This reduces t

e SCO

ngle high-level qualitier.

De of data sets being

accessed by the application.

Jnion File System (UFS)

z/OS 3.1 has provided a UFS that works on top
of other file systems:

» Itenables ausertoobtain a merged view of
one more directories.

* Glves a single coherent and unified view of
files and directories.

Union Tile systems are used extensively by

containers.

* They allow many containers to use one
Image without having to make multiple
copies, thereby saving on disk space.

Rather than porting, this UFS Is purposetully
bulilt tor z/OS.




IBM Semeru Support

z/OS 3.1 and Java

e 7/0OS 3.1 supports Semeru 11 as the minimum required Java level for z/OS itself (*1)
« Java 8 support tor application compatibility

« [BM Semeru Runtime Certitied Edition tor z/OS, Version 17 anticipated to be required in the litecycle of
z/OS 3.1 in the future

Java service stream updates
» See teatures blog tor latest service release levels

« Java on z/OS security providers are available for download (link)
 Installing Semeru 11 via Installation Manager now available (link)

Ecosystem support of Semeru 11 on z/OS — Liberty, CICS, IMS, Db2, MQ, etc (link)

Celebrating 25 Years ot Innovation: Java on z/OS — see more detalls here

*1 Java 8 is still required for Capacity Provisioning Manager, XML System Services, and Infoprint Server

w o


https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/james-tang1/2022/11/29/new-features-available-ibm-semeru-runtime-zos
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/james-tang1/2022/09/14/additional-java-11-on-zos-security-providers
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/james-tang1/2023/01/04/install-semeru-11-on-zos-via-installation-manager
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/james-tang1/2023/01/13/ecosystem-support-of-semeru-11-java-11-on-zos

New Zsh shell

 Inz/OS 3.1, we have now Introduced. We have ported:

e /sh 5.8.1 - exclusively available with z/OS a new shell3.1

e /shisanew and modern shell. It i1s 1s known tor its extensibility, good
customization, and advanced features.

e /shisvery compatible with Bash. It has many teatures like Bash but some
features of Zsh make it better than Bash, such as spelling correction, cd (change
directory) automation, etc...

* Inorderto provide more modern and powertul shell on z/OS, making Zsh
avallable on z/OS Is an important step in z/OS modernization.

Zeit fur Z - z/0OS Kundentage mit GSE 2023 / 26. - 28. September 2023 / © 2023 IBM Corporation



Security

z/OS security Is enhanced to provide an
ever-greater defense-in-depth
functionality that i1s focused on
mitigating the increased risk to data
privacy and protection with overall
system hardening. With additional
simplification enhancements and
compliance support, z/OS 3.1 enables
clients in leveraging functions such as
the following:

- 7/0S Package Signing
- Validated Boot for z/OS

Integrated Cryptographic Service Facility (ICSF)
RACF

« 7/0S Authorized Code Scanner and Monitor

e System SSL and AT-TLS

Compliance support



Digital signatures tor software packages
Providing higher standards for security and integrity of z/OS software packages

To provide higher standards for security and integrity ot z/OS software packages delivered to clients,
z/OS SMP/E and z/OSMF Sottware Management provide the capability to digitally sign and verity the
signature ot GIMZIP packages of sottware that may be delivered both electronically and physically,
on all supported z/0OS releases.

This capability, designed tor nonrepudiation and authenticity, ensures that a software package has
not been moditied since It was created and the package was signed by the expected provider

In z/OS 3.1, IBM has signed the tollowing software packages thus tar to allow clients secure
coverage tor z/OS sottware deliverables:
» z/OSMF ServerPac portable software instances, all electronic and DVD packages for all
products in all System Release Identifiers (SRELS)
* CBPDO —all electronic and DVD packages tor all products in all SRELS

(With z/OS 3.1, IBM will ship z/OS 3.1 ServerPac and PTF’s with a signature that clients can verify.)

|DE5 See the Preparing to verify signatures for GIMZIP packages web page to learn how to verify signatures.



https://www.ibm.com/docs/en/zos/2.5.0?topic=guide-preparing-verify-signatures-gimzip-packages

Validated Boot tor z/OS

Detect unauthorized changes to software executables

With z/OS 3.1 and the IBM z16, IBM has provided basic support for performing an optional
Validated Boot (IPL) of z/OS systems, using IPL volumes defined and built on ECKD DASD
devices.

The solution uses digital signatures to provide an IPL-time check that the z/OS system Is intact, untampered
with, and originates from a trusted source from the time at which it was built and signed. This enables the
detection of subsequent unauthorized changes to those software executables, whether those changes be
accidental or malicious in nature.

 When the target system is built and digitally signed as part of the client’s secure build process, the target
system can be IPLed using List-Directed IPL (LD-IPL) with digital signature validation in either Enforce or
Audit mode, or IPLed without digital signature validation using CCW-IPL.
* In Entorce mode, an IPL will terminate It there are validation tailures tor any of the load modules
protected by Validated Boot or It the necessary configuration requirements are not met.
« In Audit mode, the IPL will continue, but audit records will be produced to describe the validation
problems encountered.

|cm—o To learn more about Validated Boot for z/OS, see the Validated Boot for z/OS content solution web page.



https://www.ibm.com/support/z-content-solutions/validated-boot-for-zos/

The IBM Z and LinuxONE Security Portal

IBM utilizes internal and external sources to uncover potential
vulnerabilities. IBM Z ofters a Security Portal that allows
clients to stay intormed about patch data, associated Common
Vulnerability Scoring System (CVSS) ratings for new APARs and
Security Notices to address highly publicized security
concerns.

See more at: https://www.ibm.com/it-infrastructure/z/capabilities/system-integrity

Authorized programs on z/OS and their associated application
programming interfaces are critical to that integrity. These
Include authorized programs from:

« [BM

 The z/OS ecosystem

 In-house code specific to a client’s enterprise

Copyright 2023 IBM Corporation



https://www.ibm.com/it-infrastructure/z/capabilities/system-integrity

z/OS Authorized Code Scanner (zACS)

Authorized (critical) code needs a purpose-built scanner.

The IBM z/0OS Authorized Code Scanner (zZACS) is an optional priced
feature of z/OS version 2 release 4 and above. It dynamically scans

the client’s authorized code and provides diagnostic information for
subsequent investigation as needed.

Scanning includes:

* Program Calls (PCs)

e Supervisor Calls (SVCs)
 AC(1) load modules from batch
 AC(1) load modules from USS

This feature now also includes a production-side
Integrity monitor

Potential vulnerabilities detected can have CVSS
scores of 6.5 or 8.8 (See https://www.first.org/ )

Copyright 2023 IBM Corporation



https://www.first.org/

IBM z/OS Authorized Code Monitoring
(zZACM)

The IBM z/0OS Authorized Code Monitor (zACM)...

* Included as part of the zZACS optional priced feature
* Runs as a separate started task

» Feeds off z/OS recovery processing non-invasively

» Unlike ZACS, can be run on production systems!

* ZACM output 1s similar to the output from zACS

Updated documentation found at

http://www.ibm.biz/zACSdoc2022

Copyright 2023 IBM Corporation



http://www.ibm.biz/zACSdoc2022

Sample Vulnerability Output

TEST IN PROGRESS ON 2020/06/22 AT 09:55:51 FOR PC 001080700 00000001
*%% POTENTIAL VULNERABILITY FOUND IN PC 00180700 00000001 **xx*

ABEND COMPLETION CODE: 0C4000 REASON CODE: 00000011

PSW: 070C6000 8906F39A. MODULE: |PVTMOD=(BPNTEST,0000139A)
INSTR LEN: 06. FAILING INSTR: BO48 9A33 B0O4C D203 2000 3000

TRASNLATED INSTR: MVC

TARGET ADDRESS CAUSING TRANSLATION EXCEPTION: 00000000_7FFFF401

‘CVSS: 8.8 ﬂCVSS:B.@/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H)

0(4,R2),0(R3)

SLIP SAMPLE FOR PC 00180700 00000001:

SLIP SET,COMP-0C4,P=(BPNTEST,0000139A) ,SDATA=(TRT,RGN,SUM,CSA) ,END

R2
R4

RE

RO : -

: 00000000 _7F
: 00000000 _7F
R6: -
R8:
RA:
RC :
: 00000000 _7FFFF7FF

00000000_7

00000000_7F
FFFFFFFF_00000000
FFFFFFFF_OO5C6EQO

00000000_00071640

:00000000_0006EOO0
:00000000_7FFFF7F
:00000000_7
:00000000_7
:FFFFFFFF_OO5C6EOS8
:00000000_00043E58
:00000000_7FFFF7FF
: 00000000_7FFFF7FF

_:'7
::'7
::'7

WW IBM Z Security Conference /11 —14 October 2023 / © 2023 IBM Corporation

Highlights:

Module & offset

ABEND code & reason
PSW

Assembler translation
Target address

Possible CVSS score
SLIP sample

General Regs

Access Regs if applicable



z/OS Authorized Code Scanner (zACS)

IBM z/0OS Authorized Code Scanner

IBM z/0S Authorized Code Scanner Tables Test Results

z/OSMF plugin now
Test and View Scan Results ava llable ViCl APAR
Run scan and view the results for PCs, SVCs, USS Programs and MVS Programs. OA 6 4232 PTF
J
UJ93434 supporting
2;:3%?3823 - 8/30/2023 ° Zygoij;g;gs- 8/30/2023 g;SSSO?;g;gS 8/30/2023 ?/YJSO,?;;;;S 8/30/2023 Run Scan Z/OS V2 R4 and

Test PCs, SVCs, MVS Programs and USS Programs for
potential vulnerabilities. a b O Ve.
( Full documentation

for zZACS can be
found here.

View Raw Report O

Test Result for PCs Test Result for SVCs Test Result for USS Programs Test Result for MVS Programs NO - COSt 9 O - day tr[a[
Q search v o available.

PC Number Timestamp Test Type Last Test Result CVSS Score Vulnerability Type

0000000D 08/30/2023, 04:38:07 PM Basic Pass

0000000E 08/30/2023, 04:38:10 PM Basic Pass

The mockup screenshot above reflects how zZACS would report potential vulnerability disoveries.

WW IBM Z Security Conference /11 —14 October 2023 / © 2023 IBM Corporation


ttps://www.ibm.com/docs/en/zos/2.5.0?topic=zos-authorized-code-scanner

Compliance support tor z/OS
Simplified collection and reporting of critical data

Using
reporti

compli

new SMF 1154 record subtypes and modernized
ng, z/OS 3.1 is enhanced to collect the following

ance evidence data:

« IBMz16 CP Assist for Cryptographic Function (CPACF)
counters.

« JCSF crypto software usage tracking health checks that are
established to monitor the state ot ICSF and deliver a
warning when ICSF is not available.

 Compliance-related evidence trom several z/OS products
and components including TCP/IP, FTP, TN3270E,
CSSMTP, ICSF, CICS, Db2, XES/XCF, RACF, and JES2.

The new SMF 1154 records can be consumed by solutions,

such

as the IBM Z Security and Compliance Center . |soa

IBM Z and LinuxONE Security and Compliance Center


https://www.ibm.com/products/z-security-and-compliance-center

Integrated Cryptographic Service Facility (ICSF)

With z/OS 3.1 a crypto administrator can leverage z/OS advancements in quantum-safe
encryption for both data at rest and in flight with simplified crypto interfaces:

* Distribution of Master Key Ownership

* Allows customers to distribute the ownership of key parts across multiple users when using ICSF
panels to enter master keys

» Controlled with a new SAF profile in the XFACILIT class.

» Users can be permitted to enter the FIRST, MIDDLE, or FINAL master key parts individually.
* Can also be separately permitted to the RESET capability.

 BCRYPT Hashing
 The CSNBOWH callable service has been updated to support the BCRYPT hashing algorithm.



TLS V1.3
Sysplex Session Ticket Caching

System Secure Sockets Layer (SSL) is enhanced to provide support for TLS V1.3 sysplex session ticket
caching:

 The TLS V1.3 sysplex session ticket caching support allows the ability for handshake session ticket
iInformation to be shared among like servers listening on the same port within a single system or
servers across multiple systems in a sysplex.

* Sharing of the session information provides the ability to perform TLS V1.3 resumption
(abbreviated) handshakes instead of full handshakes when a client is resuming connections.



Resource Access Control Facility (RACF)

Continutng the pervasive encryption roadmap

RACF Database Encryption
 RACF supports the encry

data set format. With
systems in additiona

this sup

ption of a RACF database which will be migrated to VSAM linear

RACF Password Phrase Interval

 RACF provic
Interval, anc

Custom Fields in the ACEE

« Al

ows security administrators to identity

all

chored in the user's Accessor Environment E
state applications can re

rleve this information

(TRRSGIOO) without incu

the user-related custom fields that shoulc

bort, the RACF VSAM data set can be shared among z/0S
| Specitied contigurations.

es a password phrase change interval, that Is separate from the password
can be set above the system limit for individual users.

be

ement (ACEE) at logon time. Proble

using the R_GetlInto callable service

ring RACF database I/0



Cyber Resiliency

High-performing infrastructure
components that can help to achieve
heightened levels of service availability,
reduce or eliminate the impact of
disruptions, improve capabilities for
diagnosing and recovering from
anomalous behavior, and support
business continuity throughout the
enterprise

Including:

« RMF user interface

» 7z/0S Workload Interaction Correlator
« System Recovery Boost

« zAIOps and Runtime Diagnostics integration



IBM Resource Measurement Facility — RMF Priced Feature

A new browser-based UI based on Open Source Grafana is available for monitor III metrics and reports
« Grafana has many libraries of open-source visualization widgets including bar charts, line charts, timeline
visualization etc.
« The new Ul is designed to support setting thresholds and issuing alerts
* Arich array of alerting mechanisms iIs available
 Configurable duration of a time-slice
« Data from various sources can be integrated into the dashboard
A new DDS server which is designed to exploit 64 bit addressing and additional security options
« The new DDS server is zIIP eligible
* Options exist to output data from the DDS server in JSON format to ease integration into other modern
tooling
 RMF is enhanced to report on crypto express 8S card (CD)
 RMF monitor III has been enhanced to show all logical partitions of a CPC and allows machine

configurations up to 256 physical processors (CD)

oo N



Advanced Data Gatherer — new Feature

 The z/0OS Advanced Data Gatherer (ADG) Is a priced feature in z/OS 3.1

* All customers of RMF are entitled to this priced feature

 The data gatherer base element will generally be running all the time to capture utilization
Information
* This usage is entitled with base z/OS

« In “advanced” mode it will also capture detailed performance information required by
performance monitors like RMF.
 Advanced mode is a priced feature

N



Resource Measurement Facility (RMF)

Inz/0OS 3.1, RMF Is enhanced with a new modern

Grafana- based user interface that supports both

Monitor III Metrics and Reports. The

user interface enables threshold K e oo el 1
configuration for various metrics and =

alerting. With thresholding tunctionality, oo

the users can achieve better metric
visualization to get insights into
anomalous behavior.

Alerting capabilities support proactive

management by defining actions based  “ioiiiiiiiiiiiiiiiiiiiill
on one or more metrics from RMF and P U e Y S S S

oooooooooooooooooooooooooooo

other sources. The user may access the I vt e S e b rten o o ol |
Gratana intertace directly or through = IWOT — OG- GG = IS0 — ISV = TIAGT = SO

the existing z/OSMF RM plug-in.

In addition, the DDS server has been enhanced
and designed to Increase security
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New Modern UI: Timelines and Time Slice Control



z/OS Workload Interaction Correlator

« Enables z/OS components and middleware silos to
generate purpose built, 5-second synchronized,
micro-summary, exceptionalism enriched data.

» Using IBM z/OS Workload Interaction Navigator,
users are provided with the insights needed to
eactively diagnose and proactively avoid I/O-related
workload impacts, critical situations, and outages.

« 7/0S, Db2, CICS and IMS currently generate Correlator
data.

* Generating IBM Correlator records does not
measurably increase z/OS CPU overhead.

New entitlement through RMF!

Read the Announcement



https://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=AN&subtype=CA&htmlfid=897/ENUS221-388&appname=USN

zWIC — Workload Interaction Correlator Priced Feature

* A priced feature of z/OS that implements a facility to
report on high frequency events and can be used to
improve diagnosis on z/0S Sp——— '

« zWIC is entitled with RMF or the Advanced Data
Gatherer (ADG) feature

 Addresses the problem of capturing data on a
production system running under load by providing
an efficient way to capture and report on various

diagnostic items

e Input/Output (I0S) information is now added to
zZWIC.

 IBM priced product IBM z/0OS Workload Interaction
Navigator can be used to visualize the data

o https://www.ibm.com/docs/en/zos/3.1.0?topic=wpt
Muwic-zos-workload-interaction-correlator

8
2


https://www.ibm.com/docs/en/zos/3.1.0?topic=wptmuwic-zos-workload-interaction-correlator
https://www.ibm.com/docs/en/zos/3.1.0?topic=wptmuwic-zos-workload-interaction-correlator

IBM System Recovery Boost (SRB)

Accelerate your recovery to maximize your availability!

Restore service ar

I

Faster IPL recovery

Accelerate the shutdown, restart and
recovery of Images, middleware
environments and client workloads to
accelerate return to pre-shutdown SLAs.

Utilize additional processor capacity and
parallelism for a fixed period during
recovery, SO you can process backlog
faster after either planned or unplanned
downtime.

Drive faster and more efficient GDPS”
automation actions to rapidly reconfigure
and recover your environment.

d recover wo

Faster sysplex recovery

Accelerate specific Parallel Sysplex”
recovery processes to minimize disruption
and expedite return to steady-state
operations.

Make use of short-duration Recovery
Process boosts to power you through
recovery processing and reduce the

system impact from recovery events.

kloads substantially faster than o
generations, with technology built into IBM z15" and IBM 216", and
BM software licensing costs.

N previous IBM Z°

with zero increase In

New on IBM z16 and z/0OS 3.1

Acce

lerate image recovery during

middleware region startup, SVC Dumps,
and HyperSwap” configuration load,
exclusively on IBM z16.

Extend the use of Recovery Process boosts

10 ex
Dum
acce
after

nedite and reduce the impact of SVC
0 diagnostic data capture, to

erate middleware starts and restarts
a problem, and to complete

HyperSwap configuration changes as
quickly as possible.

oo For more Information, visit the SRB Content Solution page.



https://www.ibm.com/support/z-content-solutions/system-recovery-boost/

System Recovery Boost — Sysplex Recovery enhancements

 System Recovery Boost provided recovery acceleration via additional processor capacity and parallelism, but only during
Image-level events like Image Shutdowns and re-IPLs

* IPL and Shutdown boosts
» Speed boost and/or zIIP boost
« GDPS orchestration enhancements
* Upto 60 minutes of boost at IPL and up to 30 minutes of boost at shutdown
« QOptional, priced SRB Upgrade temporary capacity for zZIIP Boost

 Support extended to provide recovery boosts for smaller-scope, occasional sysplex recovery activities, that introduce small-
scale disruptions when they occur

« Boosts automatically initiated when these events occur

* And on the relevant set of systems in the sysplex where the recovery Is taking place

» Short-term boost periods, limited in total amount (30 minutes per LPAR per day)
 New support for z16 includes:

« Middleware start-up boosts

« SVC Dump boosts

« Hyperswap configuration load and reload
« All with no planned increase in IBM sottware licensing costs!

== For more information see the Systems Recovery Boost Content solution (https://www.ibm.com/support/z-content-

solutions/system-recovery-boost/).



https://www.ibm.com/support/z-content-solutions/system-recovery-boost/
https://www.ibm.com/support/z-content-solutions/system-recovery-boost/

z/OS Anomaly mitigation client pain points

Improve client triage ot anomaly observations and predictions wi
mechanism to capture report details, including recommended ac
Predictive Failure Analysis (PFA)

'h IBM System Automation

10NS

Predicts health based on velocity metrics, JES2 spool consumption, common storage consumption, above the

bar private area etc.
IBM recommends all clien

ts enable PFA

Runtime Diagnostics (R

A New REST API will expose RT

D) enhancements

Detection of active SLIP/PER events enabled.

D data to other management products such as IBM Z Anomaly Analytics (ZAA)

o1 00



Data Serving and Storage

z/OS 3.1 1s designed to enable simplified
data storage and management that
Integrate mainframe data, operations,
and applications with hybrid cloud
environments. This allows them to
operate for peak agility, flexibility, and
performance to and extract value from
mission-critical data in order to optimize
the value of mainframe assets for new
business innovation.

Including:
Cloud Data Access (CDA)
EzNoSQL C-based API
DFSMSrmm enhancements

Catalog enhancements



Cloud Data Access (CDA)

Cloud object storage enables a low-cost storage tier that’s easily accessible and provides a
simple mechanism to share data

« Provides a simple method to store and share any z/OS data directly onto
cloud object storage:

o Enables S3/ Cloud Object Storage as another tier tfor z/OS applications .
o Simplified data sharing— reduce and/or eliminate ETL
o Simplitied application development and flexibility with a single API to interact \ TR Vicrosgh
with various Cloud Object Storage providers ~ / Azure
( 1BM Cloud

o Simplitied authentication with the Provider Contiguration File describing the
target Cloud Object Storage provider

o Supported cloud providers include IBM Cloud Object Storage, Amazon Simple
Storage Service (Amazon S3), Azure Blob Storage, and Google Cloud Storage

3 amazgn™
Google Cloud

- A new utility, GDKUTIL, can download or upload between cloud objects

and z/0OS using S3 APIs:

o Supported data set types include UNIX files, sequential data sets, PDS or
PDS/E members, or GDG versions.

o Can be invoked through JCL.

o Data can be converted from EBCDIC to UTF-8 on upload, and from UTF-8 to
EBCDIC on download commands.




FZNOSOL APIs

Eastily create and access JSON databases

« NoSQL for z/OS provides a key:value document store on
z/0OS and allows applications the ability to store open
standard BSON/JSON (UTF-8) objects.

-  EzNoSQL provides a set of modern APIs, with a C-based, < >
key-value interface, to simplify the application effort

needed to access NoSQL VSAMDB data sets on z/OS in (JS'E')g/SSS%N)
real-time, at scale, and with consistency.

C-based key-value interface to a NoSQL database enables N -
higher level languages and interfaces.

> <

APIS | <—> C

B

APAR OA62553

woo Learn more on the EZNoSOL content solution



https://www.ibm.com/support/z-content-solutions/eznosql

Data Serving and Storage

Volumes Monitoring Detaulis Table Setiings =|c
x

Volume serlal Ouner MssignDate  ExpirationDate  RetentionConditions ~ RetentionDate  Staws  location  SystemID  Bytes  Volume details’ ADOOO4"

e DFSMSrmm z/OSMF plug-in enhancements

AD000S 06/04/2013 SCRATCH  SHELF

D007 127122018 SCRATCH  SHELF
MASTER  SHELF

D009 02/09/2010 SCRATCH  SHELF

. *  DFSMSrmm (RMM) supports a modern graphical user interface
Al via a z/OSMF plugin in addition to the existing TSO and ISPF
dialog support.

Customizable RMM z/OSMF plug-in displays

. Allow the table columns within Detaults Table view to toggle on/oft
= = = | and settings to be stored with the user profile providing improved
— = usability.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

uuuuuuuuu

sssssssssssss

Journal backup procedure

ssss

nnnnnnnnnnnn

« 7z/OSMF plug-in enhancements to provide additional tfeatures to
B e support the RMM Defaults Table

RMMUSER* RMMUSER) . . X v FIRSTFILE  UX

RMMUSER* RMMUSER)

e (- L « FEasily view defaults table entries that are applicable to an existing data
= = e set or to a specified set of conditions in order to ensure the policies are

RMMUSER]

—— set up as expected.

REXX member for check Statusi  REXX member for monitoring:

) OO



Data Serving and Storage

Enhancements to address client requirements

Enhanced Catalog Recovery

 Simplified catalog recovery with the use of more granular timestamps in

the Catalog SMF records for more accurate merging of updates, and one
IDCAMS command that drives the ICFRU recovery.

MODIFY CATALOG Enhancements

« Additional information about catalogs and their environment to more
effectively manage and maintain them.

« Updates to the MODIFY CATALOG,REPORT output to indicate the current
number of active tasks to provide a more accurate measure of the current
activity in the Catalog Address Space (CAS).

 Updates to the MODIFY CATALOG,ALLOCATED command to optionally

filter by catalog name instead ot VOLSER could potentially reduce the size
of an IEC348I display for more efficient viewing.

Simplitied Catalog Address Space Startup

 Enable the CAS and tull catalog tunction to be available earlier during

system startup and potentially improve the overall time it takes to startup
or restart the system.

IBM Customer Enhancement Request (Idea) Process

CUStomer Smelts m DeCIde m
| |-+ | I o

This is the Idea's initial state The Idea is being reviewed by The idea is developed

sh be and delivered. The submitter

Submitted Under review + » Planned for future release*
s initi e or

The Idea is a candidate fi
i jon i r

owi et I1BM and a disposition will inclusion in a future release of
tarte y forthcoming within 90 days the product. If a change in will be notified with details
IBM. from submission. During this n affecting the I showi fi
receiv se time, IBM fi n the Idea’s stat from fe
from IBM s of inform, fi ated, and the sul upg f
ssssssssss submit ify ified accordingly. proi
€0, solu
Future consideration
in this state has bee
by IBM and identifi
will be changed to as a possible candidate for a
information”. If future release of the product, Note*
ation is not although at this time no
ent ti

Clients may continue to view,
comment upon, upvote, and

IBM's development teams
address ideas based on business

subscribe to ideas marked as not complete the review and if so, needs, customer demand, and

under consideration; IBM will
review and may reconsider ideas

resource availability; IBM's
statements regarding its plans,

if new information surfaces or Mot Undlos Considoration directions, and intent are subject
there is additional client interest to change or withdrawal without
in an idea notice at IBM's sole discretion.

IBM Ideas Portal


https://www.ibm.com/support/pages/node/6438917

Foundational support

z/OS 3.1 supports the performance and
optimization of z/OS supported hardware
and supports functions that enforce the
scalability, availability, network
efficiency, and general simplification of
the operating system:

Including:

« 7z/0S Parallel Sysplex enhancement

« JES2 enhancements
Dedicated real memory pools

- System Display and Search Facility (SDSF)
enhancements

- z/0OS Encryption Readiness Technology (zERT)

Network Analyzer enhancements



z/OS encryption readiness technology

Monitor and record details about z/OS cryptographic network protection

Discovery
Discover the network encryption attributes for all transmission control protocol (TCP)
and Enterprise Extender (EE) traffic and record them in systems management facility

(SMF) format.

Aggregation
Summarize repeated use of security sessions into a condensed SMF representation that
retains all the important cryptographic details.

IBM zERT Network Analyzer
A web-based guided user interface (GUI) for analyzing the SMF data that zERT records
with enhanced flexibility in the for z/OS database schema definitions

/

o

ZERT policy-based enforcement

Enforce local network encryption standards for TCP traffic in real time.
Policy-based rules you build in the Network Configuration Assistant describe acceptable
or unacceptable levels of cryptographic protection along with the actions to take when

TCP connections match hose rules.

\

/

© 2022 IBM Corporation

Ena
no |

oling zERT has little to

mpact on latency or

CPU consumption.

“Th

e ZzERT Network

Analyzer's ability to export
query results to CSV files

orovides exactly what we
need to maintain a
nistorical record of z/OS
network protection

coverage."

Large public sector client

92



z/OS Communications Server
z/OS Encryption Readiness Technology (zERT)

The IBM zERT Network Analyzer i1s a web-based guided
user interface (GUI) for analyzing the SMF data that zERT
records with enhanced tlexibility in the tor z/OS database

schema deftinitions.

With z/OS 3.1, IBM zERT Network Analyzer i1s enhanced

10:

 Reduce manual effort and optimize user experience
with IBM zERT Network Analyzer Upgrade Support

* Support passphrases an
user ID and password wi

d to allow clearing database
'h IBM zERT Network

Analyzer enhancements-
authentication

or database connection

"ZERT (s my one stop shop to monitor
and manage the usage of all
cryptographic algorithms within my z/OS
network stack. It even provides real-time
policy-based notifications when
cryptographic usage doesn’t match my
expectations!”

"ZERT is simple and jast to setup and
implement. It gives me immediate results
and (t increases z/OS network securlty in
its full breadth at once - not just jor a
single component!”

= zSecurity Product Owner, Swiss Re Group



System Display and Search Facility (SDSF)

SDSF provides a powerful and secure way to monitor, manage, and control your z/OS sysplex.
Data Is presented in tabular format on more than fifty different panels. The panels are
customizable by the system programmer and the user.

Many new features are delivered with z/OS 3.1, including:

* New feature Module Fetch Monitoring designed to show modules fetched, from where, at what time and by what

address space

* New feature System Event Log Display (ELOG) which shows important system events in an easy to consume

* New feature Das
e SIx new Primary

V]

V]

oret
oret

nan ten new primary disp

ays INc

nan 20 new columns, anac

more t

UG

table with hotlinks to the operlog based on the time that an event occurred.

nboard, a summary panel of the system configuration with highest resource consumers

Displays of RACF intormation including tabular SDSF display of classes, profiles, access lists etc.

ing Sysplex, LPARs, Program Properties Table (PPT), and SMF data

nan 20 new actions on existing panels



JES2 on z/0OS 3.1

Policy Enhancements

The JES2 Policy function provides a
non-assembler-based tacility for
extending JES2.

With z/OS 3.1, it's improved for

flexibility and usability by:

o Implementing new policy type
JobInput that provides analysis and
customization of key job attributes

o Supporting the use of variables In
the submitter environment

o Providing the ability to substitute
system symbols utilized in JES2
policies

Job Notifications

Enhancements help to simplity the tracking
of progress through the life cycle of a job:

« Identity when a job is eligible for
execution and when a job Is selected for
execution by a JES or WLM Iinitiator.

* Designed to post the specified URL when
a Job completes normally or abnormally

« Removed the dependency on CIM and
CEA, thus simplitying configuration.

« Issues notifications ftor jobs that fail early

IN Input phase processing and reissues
notifications If the target URL Is not
available when the job completes.

Resiliency Improvements

* New Detault spool policies to
monitor and reduce situations
leading to spool full conditions

« JES2 wide and Job based detaults
for spool usage

 Installation resource groups can be
assigned to a job tor display and
policy enforcement



RSM Dedicated Real Memory Pools >4T for specific functions

Dedicated Real Memory Pools
* Dedicated memory pools allow the installation to set aside assigned memory for specitic

applications
* These applications don't have to compete with the rest of the system tor this storage

» Designed tor very large memory users such as: zCX, DB2 Butter Pools, SVC Dumps, Java etc.
* Avallable in 2G, 1M, and 4K trame sizes tor real storage above 4TB

o ©



Dedicated Memory and 2G LFAREA above 4T

Dedicated Memory

16 Terabytes

-

2G LFAREA

IARPRMxx
DEDICATEDMEMORY (xxxT)

System use

4 Terabytes

2G LFAREA

Remainder of real
memory

Absolute O




Just Dedicated Memory above 4T

Dedicated Memory

System use

2G LFAREA

Remainder of real
memory

16 Terabytes

CE—

4 Terabytes

Absolute O

IARPRMxx
DEDICATEDMEMORY (xxT)




z/OS 3.1 Elements (changing™ in z/OS V2.5 and V3.1)

>BCP
=2 Program Binder
=» Capacity Provisioning Manager
= BCP Support for Unicode
=>\Web Enablement Toolkit
= Common Information Model (CIM)
=» Communications Server
=>» Cryptographic Services:
=2 |CSF (FMID HCR77EQ)
=» PKI Services
= System SSL
= DFSMSdfp
=2 DFSMSdss
=2>DFSMShsm
=2>DFSMSrmm
=2 DFSORT
2>HCD
2>HCM

=» Future Function (related to IBM
Documentation for z/OS)

=>»|BM Tivoli Directory Server
= BM Z Deep Neural Network (zDNN)

=>1BM z/OS Change Tracker

= |BM z/OS Management Facility
= IBM z/OS Workload Interaction

Correlator (zZWIC)
= Infoprint Server

= Integrated Security Services:

= Network Authentication
Service

2> ISPF

> JES?

=>»Language Environment
=2 Network File System

<> RMF

=2 RUCSA

2> SDSF

=>Security Server — RACF

2> TSO/E

=> XML Toolkit (V1.11 level)

=2 2z/0S Advanced Data Gatherer
=2 z/0OS Data Gatherer

=2 2z/0OS File System (zFS)

=2 z/0OS Font Collection

=2 z/0S OpenSSH

=2 2z/0S Security Level 3:

= Communications Server

=>IBM Tivoli Directory Server
Security Level 3

=» Network Authentication Service
Level 3

> System SSL Level 3
=>2z/0S UNIX

KEY:

=» This element changed in z/OS V2.5
=» This element changed in z/OS 3.1

X New in 3.1: XML Toolkit

* *“Changing” means the FMID is changing. Remember, PTFs might have
added new functions on FMIDs that are not changing.

* Black (not in bold) are base elements
* Green (also in bold) are optional priced features
* Brown (also in italics) are optional unpriced features with export controls

* All other elements not listed have not changed since z/OS V2.4.
* New in V2.5: Data Gather, Adv Data Gatherer, IBM z/OS Change Tracker




Functions Withdrawn from z/0S 3.1

clients directly from a local z/OS server system.

JES3 Priced tfeature — many JES2 functions already added. Contact |es3g@us.ibm.com It you
need more Information.
As of z/OS V2.4, JES2 SMP/E zones are merged into the base zones, for zZ7OSMF z/OS
portable software instances (ServerPac). 3.1
IBM Bulk Data Transfer (BDT) | Functional replacements for BDT F2F are IBM MQ Advanced for z/OS (5655-AV9), which | z/OS
Features iInclude IMB MO Managed File Transter and MQ Advanced Message Security , and IBM 3.1
Sterling Connect:Direct for z/OS (5655-X11).
IBM z/OS Global Mirror(XRC) New functions to support asynchronous replication technology are intended to be z/OS
developed only for DS8000 Global Mirror, and it is intended that no new z/OS Global 3.1
Mirror tunctions will be provided with DS8900F and z/OS.
Distributed File Manager Base element — DFSMS. It you use DFM to enable remote client, it is recommended to z/OS
use z/OS NFS instead. 3.1
ISFPARMS assembler macros | Priced feature — SDSF. Use ISFPRMxx parmlib member instead. This has been a long z/OS
time recommendation. 3.1
Knowledge Center for z/OS Base function — IBM intends to deliver a new component called DOC4Z on z/OS. DOC4Z | z/OS
(KC42) IS a web application that provides IBM product publication content to web browser 3.1



mailto:jes3q@us.ibm.com

7/0S 3.1
IBM Z Hardware support



IBM Z Hardware Support

IBM z16 (3931) Model AO1 Functions & Features

One hardware model, Five Features, 1-4 19”
Frame System

Up to 85 user partitions, 32 TB per partition, 200
CPUs/zlIPs/IFLs per partition, up to 224 PUs
*Up to 16 TB per z/OS LPAR with z/OS V2.5

*2 CP chips on a Dual Chip Module (DCM), 5.4
GHz

L1 Private 128K i & 128K d

«-L.2 n/a

L3 Shared 32 MB / core, 192 MB effective shared
L4 n/a

256 GB HSA, 40 TB maximum, 10 TB per drawer

Channel Subsystem scalability
*Up to six (6) Channel Sub Systems (CSSs)
* 4 Subchannel Sets per CSS

HiperDispatch Enhancements

IBM Z Integrated Accelerator for Al

Hardware Instrumentation Services (CPUMF)

New machine instructions

Crypto Express8S

OSA Express7S 1.2

(z/0S support in blue)

IBM System Recovery Boost

Coupling Express2 LR 10Gb (CX6-DX) PCle adapter

CF Level 25

‘Retry buffers for cache and lock commands
Cache residency time metrics

Scalability improvements

‘Request latency/performance improvements

ICA-SR 1.1
Max ICA SR per CEC 48 adapters/96ports (same as z15)

Max ICP CHPIDs per CEC - 64

10 GbE and 25 GbE RoCE Express 3 SR and LR (CX6-
DX)

FICON Express 32S

zHyperLink® Express1.1
 Maximum 16 Adapters /32 ports

IBM Flexible Capacity for Cyber Resilience




IBM z16 (3932) Singe Frame - Model AO2 and Rack Mount Functions & Features

One machine type, Four features, Choice of Single Frame
IBM 19” Single Frame System (A02) or Rack
mount.

« System Recovery Boost
Model AO2 Rack Mount |+ Validated boot for z/OS

i Coupling Express2 LR 10Gb (CX6-DX) PCle

Up to 40 user partitions, 16 TB per partition,
adapter

6CP/ 67 zlIPs, or 68 IFLs per partition (up to 80

active PUs)

- Up to 16 TB per z/OS LPAR with z/0S V2.5 CF Level 25

* Up to 4096 structures

*2 CP chips on a Dual Chip Module (DCM), 4.6
GHz

L1 Private 128K Instruction and 128K Data
L2 32 MB / core, semi-private

L3 Virtual Shared Victim up to 256 MB

L4 Virtual Shared Victim up to 2048 MB (2 GB)

* Retry buffers for cache and lock
commands

« Cache residency time metrics

« Scalability improvements

* Request latency/performance
improvements

160 GB HSA, 16 TB maximum, 8 TB per drawer ICA-SR 1.1

Max ICA SR per CEC 48 adapters/96ports

Channel Subsystem scalability (same as IBM z15)

* Up to three (3) Channel Sub Systems (CSSs)

* 4 Subchannel Sets per CSS

Max ICP CHPIDs per CPC - 64

HiperDispatch Enhancements

10 GbE and 25 GbE RoCE Express 3 SR

IBM Accelerator for Artificial Intelligence Unit and LR

(AIU)

Hardware Instrumentation Services (CPUMF) FICON Express32S

New machine instructions OSA Express7S 1.2

zHyperLink® Express1.1
Crypto Express8S - Maximum 16 Adapters /32 ports

(z/OS support in blue)



z/OS 3.1 Release Overview — z/OS support summary

z10 EC z196 yd =L 0% . z13 z14
z10 BC 2114 yd =1 0% Z13s ZR1

Release

Notes:
1-All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal

without notice.
2-Extended support dates are projected and are subject to change or withdrawal without notice.

Legend

Defect support provided with IBM
Software Support Services for z/OS

WdfM - Server has been withdrawn from Marketing _




7/0S 3.1

Statement of Directions



SOD: IBM intends to deliver anti-malware tor IBM z/0S
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https://www.ibm.com/docs/en/announcements/statement-direction-security-zos
https://www.ibm.com/docs/en/announcements/statement-direction-security-zos

7/0S 3.1

Three things to remember



Three things to remember

« z/0S 3.1 has a focus on AI. AI-Powered Workload Manager
(WLM) is the first use-case.

(=)

.
Data Set Search

Worl
SYS1.SAMPLIBUIZUNUSEC) ¢

/ svsisampLIs

« Different components have now modernized UI = z/0S -

//IZUNUSEC J0B MSGCLASS=C,MSGLEVEL=(1,1) , USER=X000XX, NOTIFY=X)0000C B2
1/

/ SYS1.SAMPLIB(IZUILSEC) @— 0 x

SYS1.SAMPLIBUZUILSEC) ¢ #

7
1 //TZUILSEC J0B MSGCLASS=C,MSGLEVEL=(1,1) ,USER=XXXXXXX,NOTTFY=XXXXXX)

p

B B E

A
/4
/4
/
/4
/
/

17
3 //% PROPRIETARY STATEMENT:

SYS1.SAMPLIBAZUICSEC)

SYSL.SAMPLIB(  SYS1.SAMPLIB(  SYSL.SAMPLIB(  SYS1.SAMPLIB(
ITZUASSEC) I1ZUATSEC) TZUCASEC) 1ZUCPSEC)
SYS1.SAMPLIBUZUICSEC) ¢ #

//IZUICSEC J0B MSGCLASS=C,MSGLEVEL=(1, 1), USER=XXXXXXX, NOTIFY=XXXXXX) B

Chan ge Tracker, z/OS Authorized Code Scanner, more z/OSMF T Rt B =
Support oo e 2L

7% iions —

SYSLSAMPLIB(  SYS1.SAMPLIB(  SYS1.SAMPLIB( 10 .
ITZUNASEC) 1ZUNFSEC) 1ZUNUSEC) 11 //% Replace with your job card

12 /e
13 e
1 /e
15 //% Setup hardware crypto(ICSF) for z/OSMF server.
16 /e
17 /% If your installation uses hardware crypto in combination with
18 //% ICSF, and the ICSF services are protected by your securit
19 //% policy. You need to use commands below to permit z/OSMF server

B B B wus - B = B

* Synergy exploitation between IBM Z Hardware and z/0OS
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IT Infrastructure Library is a Registered Trade Mark of AXELOS Limited.

ITIL is a Registered Trade Mark of AXELOS Limited.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and
other countries.

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

Red Hat®, JBoss®, OpenShift®, Fedora®, Hibernate®, Ansible®, CloudForms®, RHCA®, RHCE®, RHCSA®, Ceph®, and Gluster® are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United States and other countries. UNIX is a
registered trademark of The Open Group in the United States and other countries.

VMware, the VMware logo, VMware Cloud Foundation, VMware Cloud Foundation Service, VMware vCenter Server, and VMware vSphere are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in the United States and/or other
jurisdictions.

Zowe™, the Zowe™ logo and the Open Mainframe Project™ are trademarks of The Linux Foundation.

Other product and service names might be trademarks of IBM or other companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience will vary depending upon considerations
such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent
to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual environmental costs and performance
characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your local IBM business contact
for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.

This information provides only general descriptions of the types and portions of workloads that are eligible for execution on Specialty Engines (e.g., zIIPs, zAAPs, and IFLs) ("SEs"). IBM authorizes customers to use IBM SE only to execute the processing of
Eligible Workloads of specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for IBM Machines” provided at www.ibm.com/systems/support/machine_warranties/machine_code/aut.html (“AUT”). No other workload
processing is authorized for execution on an SE. IBM offers SE at a lower price than General Processors/Central Processors because customers are authorized to use SEs only to process certain types and/or amounts of workloads as specified by IBM in the
AUT.

110


http://www.ibm.com/systems/support/machine_warranties/machine_code/aut.html

