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Quantum 101 & 
Update
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Cryptography – confidentiality


– integrity


– authenticity


– non repudiation
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Symmetric Cryptography
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Asymmetric Cryptography
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Hybrid Encryption

Asymmetric encryption computationally expensive 
→ combination of symmetric and asymmetric 
schemes is used


This is called hybrid encryption.

1. key distribution (public key cryptography)


2. symmetric encryption
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Digital Signatures
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Best practices today

– Rivest–Shamir–Adleman (RSA)


– Diffie-Hellman


– Elliptic Curve Crypto (ECC)


– …

– Integer Factorization


– Discrete Logarithm


– Elliptic Curve Discrete Logarithm
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  1995 Peter Shor found a way to solve 
those problems on a quantum 
computer in reasonable time 
(polynomial in the input size).


 
 
Peter Shor 
https://arxiv.org/abs/quant-ph/9508027
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N = p × q
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Shor’s Algorithm
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a: a < N

gcd(a, N)

> 1 = 1

done r: ar mod N = 1

gcd(ar/2 ± 1, N)

r even r odd

ar/2 = -1 (mod N)
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Solutions – quantum key distribution (QKD)


– quantum-safe cryptography (QSC)
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Quantum Key Distribution

Exploits quantum mechanical properties to safely 
exchange keys. It is still an on-going research topic.

Drawbacks


– requires new hardware


– low bitrate


– range limitations


– no authentication
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Quantum-safe Cryptography

Some classical algorithms are still hard for quantum 
computers to solve. Some of them are ready to use.

Advantages


– available today


– authentication


– (almost) no new hardware necessary
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Harvest now, 
decrypt later.
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NIST Standardization Timeline
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2016 2017 2018 2019 2020 2021 2022 2023 2024

submission

analysis

draft standards phase

draft call for proposals

1.6.2016

formal call for proposals

30.9.2016

submission deadline

30.11.2017

round 2 round 3
round 4

(submissions & additional signature schemes)proposal generation 

IBM zSystem / Quantum Safe Cryptography on zSystem / April 04, 2022 / © 2022 IBM Corporation



Governmental Guidance

National Institute of Standards and 
Technology (NIST)


– Critical to begin planning for the replacement of 
hardware, software, and services that use public-
key algorithms now


– Be ready to adopt and implement the new 
algorithms at the end of the standardization 
process


– 5 to 15 or more years following, standardization to 
replace most of the vulnerable public-key systems 
currently in use

Bundesamt für Sicherheit in der 
Informationstechnik (BSI)


– The protection of long-lasting secrets makes it 
urgent that actions be taken now or as soon as 
possible


– BSI is not waiting for NIST to come out with a 
standard to issue technical guidance


– In high security applications, hybrid schemes (use 
of classical algorithms in conjunction with 
quantum-safe algorithms) are required by BSI
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Crypto-agility!
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discover & classify 
data


– value of data


– locations


– compliance & 
requirements


– data inventory with 
defined ownership
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crypto inventory


– how your data is 
encrypted today


– cryptographic 
inventory containing 
certificates, 
encryption protocols, 
key lengths, …


– inventory 
management, e.g. 
certificate lifecycle, 
timespan of keys, …

crypto agility


– time to replace or 
update cryptography


– different dimensions 
of crypto agility


– testing one’s crypto 
agility

quantum-safeness


– implementing 
quantum-safe 
algorithms


– performance impact
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Quantum-safe & quantum-
unsafe algorithms
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type algorithm best practice today quantum-safe

asymmetric  RSA        yes no

asymmetric  ECDSA, ECDH yes no

asymmetric  DHE        yes no

symmetric  DES        no no

symmetric  AES        yes yes

hash  SHA1       no no

hash  MD5        no no

hash  SHA256     yes yes

hash  SHA3       yes yes
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Key lengths
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algorithm key length in bits security level classical 
computer in bits

security level in quantum 
computer in bits

RSA public key encryption
1024 80 broken

2048 120 broken

elliptic curve cryptography
256 128 broken

384 192 broken

AES
128 128 64

256 256 128
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NIST Standardization 
Candidates 

key exchange


– Classic McEliece (Code), IBMer participating


– CRYSTALS–Kyber (Lattice), IBM


– NTRU (Lattice)


– SABER (Lattice)


signatures


– CRYSTALS–Dilithium (Lattice), IBM


– FALCON (Lattice), IBM


– Rainbow (Multivariate)
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Quantum-safe features 
on IBM z15

– SHA & AES natively supported


– SMF records since z/OS 2.4 second quantum-safe signature (Cryptographic Support for z/OS V2R2 – V2R4 
with APAR OA57371)


– ICSF (with CEX7S enabled)


–  Enterprise Public-Key Cryptography Standards #11 (PKCS#11) 


–  IBM Common Cryptographic Architecture (CCA)
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SIKE Results

Performance (in thousands of cycles) of SIKE on an 
IBM z15 LPAR at 5.2 GHz. Cycle counts are rounded 
to the nearest 103 cycles.


SIKE in alternative candidates, good for constrained 
bandwidth & storage settings.
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Dilithium Results

Performance (in cycles) of Dilithium on an IBM z15 
LPAR at 5.2 GHz.
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